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Abstract. Federated Learning (FL) integrated with blockchain technology effec-
tively mitigates the risks of single points of failure and malicious server behavior
inherent in traditional federated learning architectures that rely on central servers.
However, in practical implementation, the system still faces significant chal-
lenges in ensuring security and fairness. Malicious clients may upload low-qual-
ity or biased local models to disrupt global convergence, while Sybil nodes can
forge multiple identities to manipulate aggregation, leading to severe perfor-
mance degradation. To address these issues, this paper proposes a blockchain-
based federated learning framework based on quality auditing, fairness deviation,
and Sybil-resistant similarity (FedQFS). First, a quality auditing mechanism is
designed to evaluate and filter local model updates through multi-dimensional
metrics, effectively mitigating global accuracy degradation caused by malicious
updates. Second, a Sybil-resilient identification mechanism is introduced, which
leverages parameter similarity analysis to accurately detect forged identities,
thereby enhancing the system's resistance against Sybil attacks. Finally, a fairness
deviation quantification mechanism is incorporated to measure parameter distri-
bution disparities and adaptively assign reasonable aggregation weights to benign
clients with limited data, ensuring fairness in global model updates. Experimental
results show that the proposed framework achieves over 95.5% accuracy on the
MNIST dataset and maintains strong robustness under Sybil attack scenarios.
When four label-flipping attackers are present, its attack success rate decreases
by 18.4% compared with mainstream aggregation algorithms. These results indi-
cate that FedQFS is effective under the evaluated MNIST setting and support the
feasibility of integrating quality auditing, similarity-based defense, and fairness-
aware deviation control in a blockchain-assisted federated learning pipeline.
Keywords: Federated Learning, Quality Auditing, Fairness Deviation, Sybil At-
tack Defense, Blockchain

1 Introduction

With the rapid advancement of big data and artificial intelligence (AI), data has become
a key driver of societal intelligence [1]. Machine learning (ML), as a core tool for data
analysis and knowledge discovery, is widely applied in fields such as medical diagnosis
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[2], financial assessment [3], and education [4]. Despite its maturity, ML faces critical
bottlenecks, notably data silos and security concerns [5]. Data sharing across organiza-
tions is often limited by commercial, privacy, and regulatory constraints, leaving high-
value data fragmented and underutilized [6]. Centralized integration requires substan-
tial computational and human resources, and existing frameworks struggle to manage
massive, heterogeneous datasets efficiently, further impeding collaboration. Moreover,
sharing sensitive data poses serious privacy risks, potentially causing economic, legal,
or ethical consequences. Regulations such as the European Union’s General Data Pro-
tection Regulation (GDPR) enhance privacy protection but can inadvertently reinforce
data silos [7]. Therefore, improving data availability and sharing efficiency while pre-
serving security and privacy remains a key challenge.

To address data silos and privacy concerns, Federated Learning (FL) has emerged
as a promising distributed machine learning paradigm, enabling multiple data owners
to collaboratively train a shared model without exchanging raw data [8, 9]. In FL, a
central server coordinates training: each client trains a local model on private data and
periodically uploads updates, which the server aggregates to generate a new global
model [10]. Through iterative aggregation, the global model approaches centralized
training performance while reducing data barriers and privacy risks [11]. However, FL
still faces security risks: the server may become a single point of failure or compromise
fairness and integrity by favoring clients or manipulating aggregation [12]. Blockchain,
as a decentralized and distributed ledger technology, effectively addresses the centrali-
zation issue in FL [13]. Its inherent immutability and traceability enable a distributed,
secure, and scalable training environment, allowing FL to operate in multi-party, non-
trusting settings with enhanced privacy and verifiable reliability. Nevertheless, practi-
cal deployments still face security and fairness challenges [14]. Malicious clients may
submit low-quality or tampered models, such as those with noise [15] or malicious gra-
dients [16], disrupting global convergence and degrading model accuracy and general-
ization. Sybil attacks [17], where adversaries forge multiple identities to manipulate
aggregation weights, further compromise fairness and stability. Additionally, security
enforcement may conflict with data diversity: current defenses may misclassify benign
updates from unique or minority clients as malicious, suppressing the model's ability to
learn rare but valuable features and weakening global generalization performance.

To address the security and fairness challenges, this paper proposes a blockchain-
based federated learning framework based on quality auditing, fairness deviation, and
Sybil-resistant similarity (FedQFS), which effectively mitigates malicious interference
in the global training process and enhances the system’s resilience against attacks. First,
a model quality auditing mechanism evaluates and filters local updates using multi-
dimensional metrics. This mechanism reduces the adverse impact of malicious or low-
quality updates on global accuracy at the source, thereby alleviating model degradation.
Second, a Sybil-resilient identification mechanism is developed, which leverages
model parameter similarity analysis to precisely detect and filter out forged identities,
significantly improving the system’s defense capability against Sybil attacks. Finally,
a fairness deviation quantification mechanism is introduced to measure the parameter
distribution discrepancies among clients, enabling the distinction between benign up-
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dates and abnormal malicious behaviors. This mechanism adaptively assigns aggrega-
tion weights to benign clients with smaller datasets, ensuring their fair contribution to
the global update. Collectively, these mechanisms form an integrated framework that
jointly addresses model-quality auditing, similarity-based Sybil resistance, and fair-
ness-aware deviation control within a blockchain-assisted federated learning setting.
The main contribution of this work lies in the coordinated integration of these compo-
nents into a unified training and auditing pipeline.

The structure of this paper is organized as follows: The existing blockchain-based
federated learning security research in Sec. 2. Sec. 3 presents a detailed description of
the proposed FedQFS framework, including the overall framework design, the core
mechanisms and models of FedQFS, the client evaluation strategy based on quality
auditing, the fairness deviation constraint design, and the aggregation method incorpo-
rating Sybil-resilient similarity. Section 4 shows experimental results on the MNIST
dataset, demonstrating that the proposed FedQFS framework achieves high model ac-
curacy while exhibiting strong capability against Sybil attacks. Finally, Sec. 5 con-
cludes this paper.

2 Existing Research

In the field of FL security, extensive research has been conducted on poisoning attack
detection, fairness preservation, and privacy protection. Singh et al [18]. proposed a
micro-aggregation-based poisoning detection method to reduce false positives for mi-
nority-group updates by collaboratively clustering model updates and identifying ab-
normal patterns. However, this approach is highly sensitive to parameter selection and
fails to adequately mitigate the computational and communication overhead inherent in
distributed environments. Lyu et al [19]. developed a distributed machine learning
framework that jointly considers fairness and privacy preservation. Their method filters
and shares only non-sensitive data globally, while employing a Generative Adversarial
Network (GAN) to produce synthetic data for global model training, thereby mitigating
the accuracy degradation typically caused by differential privacy mechanisms. None-
theless, the framework's performance heavily depends on the distributional consistency
between synthetic and real data, which may adversely affect the model’s generalization
capability.

DeepChain [20]. integrates Shamir secret sharing into model updates, requiring par-
ticipants to encrypt local gradients and perform encrypted aggregation and iterative de-
cryption. This significantly enhances model update security but introduces considerable
computational overhead, which reduces system efficiency. Biscotti [21]. combines
Multi-Krum, differential privacy, and Shamir secret sharing to enhance aggregation se-
curity, privacy protection, and defense against malicious participants. However, the
deep integration of multiple security techniques substantially increases system archi-
tectural complexity, making large-scale deployment challenging. Kang et al [22]. pro-
posed a blockchain-based node reputation evaluation method using a multi-weight log-
ical model to manage reputation scores and quantify participant credibility. However,
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the adaptability of this reputation mechanism under dynamic attack scenarios was not
explicitly addressed.

Thennakoon et al [23]. proposed a decentralized defense framework with off-chain
malicious model detection to reduce the accuracy degradation caused by poisoned
model uploads from compromised clients. Although this framework improves robust-
ness, its reliance on communication latency and synchronization mechanisms limits
real-time performance and scalability. Furthermore, its defensive capability remains
inadequate against complex attacks such as collusive poisoning and iterative (round-
by-round) evolving attacks. Mehta et al [24]. investigated model poisoning in block-
chain-based federated learning and proposed an adaptive weighted aggregation strategy
that uses public blockchain information to compute a boosting factor and reduce the
impact of single or small-scale malicious participants. However, the framework lacks
explicit defense mechanisms against Sybil attacks, rendering it less effective in large-
scale scenarios involving multiple forged identities.

Existing studies indicate that integrating blockchain-based federated learning with
cryptographic mechanisms can enhance system security to a certain extent, it often in-
curs substantial computational and communication overhead, and the resulting complex
encryption and decryption operations further reduce training efficiency. Differential
privacy also introduces noise that inevitably degrades model accuracy, while the strong
dependence of existing defense mechanisms on parameter settings increases the diffi-
culty of real-world deployment. To address these challenges, this work proposes
FedQFS, a blockchain-based decentralized FL security framework, which integrates
model quality auditing, fairness deviation detection, and a Sybil-resistant similarity
evaluation mechanism. By ensuring model accuracy while enhancing security and ro-
bustness, FedQFS provides a reliable and equitable solution for secure federated learn-

ing.

3 The proposed FedQFS framework

3.1 Overall Framework

The proposed FedQFS framework is shown in Fig. 1. At the initialization stage of the
training task, the proposed framework allows each training node to autonomously de-
clare its group affiliation, either as part of the majority or minority group. It should be
noted that self-declared group affiliation is introduced as a simplified design assump-
tion for consortium-style federated learning, where participants are enrolled through a
partially trusted registration process. In stronger adversarial environments, malicious
nodes may misreport group identities to obtain additional deviation tolerance. There-
fore, the self-declared group label in the current version serves as an initialization mech-
anism rather than a fully trust-free fairness guarantee. More robust designs based on
verifiable group attributes, reputation-assisted registration, or blockchain-backed iden-
tity certification will be considered in future work. Based on this declaration, each node
is required to maintain its model deviation within the normal fluctuation range of its
respective group, thereby accommodating heterogeneous data distributions while pre-
serving aggregation stability. Meanwhile, the framework incorporates intra-group
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model quality auditing and Sybil attack detection mechanisms to dynamically adjust
the aggregation weights of individual nodes, ensuring both fairness and robustness in
the global update process. After each aggregation round, the leader node uploads the
updated global model parameters to the blockchain network. In the current implemen-
tation, the Leader serves as an auditable coordination node rather than a fully trusted
centralized server. It collects local updates, performs aggregation-related computation,
and publishes aggregation outcomes to the blockchain for traceable record keeping.
Therefore, the blockchain layer mainly provides immutability, traceability, and audita-
bility for the training process, rather than completely eliminating coordination logic.
Since this design still retains a certain degree of coordination centrality, a more decen-
tralized aggregation mechanism will be investigated in future work. Participating nodes
then retrain their local models based on the latest global model, iteratively repeating
this process until the system meets the predefined convergence condition. Accordingly,
strengthening the framework against more adversarial coordination scenarios remains
an important direction for future work.

—— o
i

Task Publisher

0,’) o,’) 0,0

Minority Group Majority Group

Fig. 1. FedQFS overall framework.

3.2  Framework Concept and Model

The core concept of the proposed FedQFS framework is to achieve a comprehensive
audit and quantitative assessment of local model quality through an inter-participant
evaluation mechanism after each participant uploads its local model updates. Specifi-
cally, each participant uses its local dataset to conduct loss testing on the models sub-
mitted by other participants in the previous round. The resulting errors are fed back to
the Leader as model quality metrics for determining aggregation weights in the subse-
quent global update. Unlike conventional FedAvg, which determines aggregation
weights mainly based on local dataset size and individual training loss, FedQFS inte-
grates three factors: cross-participant error evaluations, cosine similarity between each
local model and the previous global model, and local dataset scale. By combining these
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factors, FedQFS provides a more comprehensive measure of model quality. Further-
more, Before formal weight allocation, the Leader further calculates the deviation de-
gree of each local model to distinguish benign gradients from malicious ones, thereby
reducing the impact of abnormal updates on global aggregation and improving attack
resistance. For clarity, the notation used in this section is unified as follows. The local
model trained by participant P; at round t is denoted by Ml-(t), while the global model
aggregated by the Leader at round t is denoted by GlobalModel,. Accordingly, the pre-
vious-round global model is denoted by GlobalModel,_,. In addition, T denotes the to-
tal number of communication rounds, whereas © denotes the deviation threshold used
to filter invalid local updates.

Algorithm 1 FedQFS

Input: local dataset D = {D4, D,, ..., D,,}, training node set P = {P;, P,, ..., B,,}, influence co-
efficient &, 8, §, minority group determination threshold 6y, compensation coefficient y,

deviation threshold T
Output: global aggregation model GlobalModelr
1: Initialize GlobalModel,
2: each training node P; declares group type G;
3:fort =1toT do
4: training node P; trains a local model Mi(t) based on its local dataset D; and
GlobalModel,_4
i MO = MY, MY, .. M)
6 {Q(M?)} < Auditing(D;, M,)
7. T =yt (M® - GlobalModel;_,)
. )

8§ =3 Sim(r”, 1)
9: BaseQMl-(t)is computed according to Eq. (8)

t t |Gil
10: QMl-( ) = BaseQMl-( ) y - max (O, Orair — T‘)
11: Pvalid = {Pl | QMl(t) < T}
12:  for each P; € Py, do

13: W; « Norm(a - Q; + B - $; + 6N;)
14:  end for

15:  GlobalModel, = ¥, W; - M®®

16: end for

17: return GlobalModel,

The FedQFS framework consists of two core types of participating entities: the leader
node (Leader) and the participant nodes (Participants). The leader node is primarily
responsible for maintaining blockchain consensus and managing the global model,
while the participant nodes perform local model training using their respective datasets.
Assume that the system comprises a training alliance P = {P;, P,, ..., B,} consisting of
n participant nodes. The datasets held by these nodes conform to the characteristics of
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horizontal federated learning, where all nodes share an identical label space but exhibit
heterogeneous data distributions across samples.

The FedQFS framework comprises two core model entities: local models and the
global model. The local models are independently trained by each participant node us-
ing its private dataset. Specifically, at communication round t, participant P; trains a
local model, denoted by Ml-(t), based on its local dataset. After local training, the partic-

ipant submits Ml.(t) to the Leader for subsequent evaluation and global aggregation.
The global model is generated by the Leader in each round through weighted aggre-
gation of the collected valid local models. The aggregated result at round ¢, denoted by
GlobalModel,, serves as the initialization model for the next round of local training.
The overall model training and aggregation process is summarized in Algorithm 1.

3.3  Model Quality Auditing

The quality auditing mechanism conducts a multi-dimensional evaluation of local mod-
els through a distributed consensus process. Its core architecture is built upon block-
chain smart contracts, by leveraging the tamper-proof transaction records on the block-
chain to fully document the auditing process, thereby ensuring the transparency and
credibility of the evaluation results. The model quality auditing function
Auditing (Dy, M,) takes two core parameters as input, where Dj, representing the local
dataset of training node Py, and M = {M © , Mz(t), . M,(f) } representing the set of n lo-
cal models submitted by training nodes in the current round. The execution process of
the model quality auditing function Auditing(*) can be systematically delineated into
four key steps:
1. For the local dataset D, = {(x;,¥v;)}\-, of training node P,, which contains N
samples, let y; € {1,2, ..., C} denote the true label corresponding to each data item
x;. During the model quality auditing process, node Py iterates through the set of
local models M; submitted in the current round and sequentially invokes each
model to perform inference testing on all data items x; within its local dataset D,,.
The calculation equation is as follows:

9] = Inference(Mj(t), x;) (1)

where Inference(-) denotes the model inference function applied to the test data,
and ?ij represents the predicted probability distribution of sample x; produced by
the local model Mj(t). This full-dataset inference evaluates the generalization capa-
bility of each local model and reduces evaluation bias caused by sample selection.

2. Training node P, computes the loss value Lg)of each local model using a multi-
class cross-entropy loss function, based on the ground-truth labels y; and the pre-
dicted results )7ij obtained in the previous step. This loss function effectively quan-
tifies the deviation between the model's predicted outputs and the actual labels, the
calculation is expressed as follows:

1

L = — i X = )log @/, ¢) @)
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where C denotes the total number of label categories for y;, and I(-) represents the
indicator function, which equals 1 when the condition inside the parentheses is
satisfied and 0 otherwise. (371.] , c) refers to the c-th component of the predicted
probability distribution. This loss computation effectively transforms the perfor-
mance of the local model on its local dataset into a quantifiable metric, thereby
providing fundamental data support for subsequent model quality evaluation.
After computing the loss vector L, = [L}{, 12, ..., L] for all local models, the train-
ing node Py, encapsulates this loss vector into a blockchain transaction T, appends
a digital signature, and broadcasts it to the network. The corresponding computa-
tion is given as follows:

T, = Sign,((AUDIT, t, k, L)) 3)

where Sign, () denotes the digital signature function of node P, and t represents
the unique identifier of the current training round, used to prevent cross-round data
confusion. After the transaction is generated, the on-chain smart contract automat-
ically verifies its signature, and only transactions that pass signature verification
are recorded on the blockchain, thereby preventing malicious nodes from tamper-
ing with the model quality auditing results.

Upon collecting the audit transactions {T;,T5, ..., T,} submitted by the training
nodes, the leader node parses the transaction data to extract the loss vectors of each
local model. Subsequently, the leader node computes the comprehensive quality
evaluation for each local model according to equation (4).

QM) = ¥ L @)

The comprehensive evaluation result not only reflects the predictive accuracy of
each local model but also integrates multidimensional factors such as data repre-
sentativeness. It serves as the basis for weight allocation during subsequent global
model aggregation and provides key threshold references for detecting anomalous
node deviations, thereby effectively ensuring the convergence and stability of the
federated learning global model.

Sybil Node Identification Scheme Based on Model Parameter Similarity

The model quality evaluation mechanism can effectively mitigate the interference of
malicious models in the training process. When a training node submits a malicious
local update, it typically exhibits significantly elevated aggregate error during the
model quality audit, resulting in a substantial reduction of its weight during global ag-
gregation. However, this mechanism has notable limitations in defending against Sybil
attacks: an adversary can submit coordinated erroneous updates through multiple fab-
ricated node identities, making it difficult for a quality-assessment-based approach
alone to detect such malicious behavior, as each fabricated node's local model may still
present a seemingly ‘normal’ quality evaluation.
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To address this issue, this paper proposes a Sybil node detection scheme based on
model parameter similarity. In order to achieve their attack objectives, Sybil nodes in-
evitably submit local models with highly consistent parameters across the fabricated
identities, whereas honest nodes, due to the inherent heterogeneity of their local data
distributions, naturally produce diverse model updates. Therefore, by quantifying the
parameter similarity among local models, an effective framework for detecting Sybil
attacks can be established. The specific implementation process is as follows:

1. In each iteration of federated learning, the leader node first collects the model up-
date gradients submitted by all training nodes. Let the local model of training node
P; in the t-th round be Mi(t), and let the global model from the previous round be

GlobalModel,_,. The cumulative historical gradient Fl-(t) is obtained by summing
the update gradients over rounds, as shown in equation (5).

r® =yt ,(M® - GlobalModel;_,) (5)

2. After obtaining the historical gradients I i(t), a similarity matrix § € R™*" can be
constructed based on these gradients, as shown in equation (6):

(ORI
I -1"]-

JUFE]
2 (©)

Sy = Sim(r2,1{0) = < [Ik®[]_{Iri]
0, i=j

where Fi(t) and I“j(t)denote the historical gradients of training nodes P; and P;, re-
spectively. Each matrix element S;; is defined as the cosine similarity between the
historical gradients of nodes P; and P;, with a value range of [—1,1]. A value of
S;j close to 1 indicates that the gradient directions of the two nodes are highly
aligned, whereas a value close to -1 indicates opposing gradient directions. To
eliminate the influence of a node on its own similarity calculation, the diagonal
elements of the similarity matrix S;; are set to zero when i = j.

3. Based on the constructed similarity matrix, the total similarity S; for each node can
be further computed. Due to the inherent heterogeneity of local data distributions,
honest nodes typically exhibit a relatively uniform distribution of S; values within
a reasonable range. In contrast, Sybil nodes, which submit models highly similar
to multiple forged identities, tend to have significantly higher S; values compared
to honest nodes. According to this criterion, any node whose S exceeds a prede-
fined threshold R is flagged as a suspicious node. During subsequent global model
aggregation, suspicious nodes are assigned lower aggregation weights, thereby ef-
fectively mitigating their potential influence on the global model.

3.5 Deviation Quantification Mechanism and Model Aggregation

In federated learning, honest nodes should not be excluded due to the inherent char-
acteristics of their local data, and all legitimate model updates should have an equitable
opportunity to contribute. However, there is an inherent conflict between the inclusion
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of data diversity and resilience against poisoning attacks. If aggregation weights rely
solely on model quality auditing results, genuine variations from non-IID or minority-
group clients may be misidentified as anomalous updates or even malicious behavior.
Such misjudgment may discriminate against minority participants and induce decision
bias in the global model by excluding critical features, thereby adversely affecting the
overall performance and fairness of the model.

To resolve this conflict, this paper proposes a fairness-aware deviation quantification
mechanism, which constructs a comprehensive deviation metric based on model quality
auditing results and group-specific feature adjustments.

In the fairness-aware deviation quantification mechanism, the first step is to quantify
the deviation of a local model Mi(t), which is represented by the difference between the
model quality auditing result Q(Mi(t)) and the average quality assessment score. The
computation of the average quality assessment score is shown in equation (7).

AvgQ =31, Q(M") ©)

After obtaining the difference value, the basic deviation BaseQMi(t) of the local

model Mi(t) is quantified based on this difference. During the computation of the basic
deviation, the differences corresponding to minority groups are assigned lower weights
to ensure fairness. The corresponding calculation equation is shown as follows:

. M.(t) —A Cif G , ,
BaseQMl.(t) =1¢ |Q(t() i) = AvgQ| .lf ll.S mm.on.ty "
|Q(Mi ) - AU9Q|, if G;ismajority

where 0 < w < 1, and AvgQ denotes the average quality assessment score. When the
local model Mi(t) originates from a minority group, its loss deviation contribution to the
overall deviation is appropriately reduced.

To further safeguard the fairness of minority groups, the final deviation score Q M, i(t)

of the local model Mi(t) is computed by incorporating a group-specific correction term
into the baseline deviation. The corresponding equation is shown as follows:

QMl.(t) = BaseQMl-(t) — Yy -max (0, Ofair — %) 9)

where 6y4;,- denotes the threshold for identifying minority groups, max(+) represents
the maximum operator, and y is the fairness compensation coefficient. When the pro-
portion of nodes belonging to a given group, denoted as %, falls below the thresh-
old ¢y, the fairness compensation term becomes effective and provides additional
deviation tolerance for minority-group participants.

After computing the final deviation, any local model whose deviation exceeds the
threshold 7 is identified as an invalid update submitted by a malicious node and subse-
quently removed. The remaining local models proceed to the global aggregation stage.
In the proposed framework, the aggregation algorithm jointly incorporates the compre-
hensive quality evaluation score Q(Mi(t)), the cosine similarity sum S;, and the sample



FedQFS 11

size N; of each training node. Based on these factors, the final aggregation weight as-
signed to each local model is determined according to the following equation:
-Qi+B-Si+6N;
w; = # 10
LS (@Qi+B-Si+5N)) (10)

where a, 5,8 > 0 denotes the multiplicative influence coefficients, witha + f + § =
1 to ensure balanced weight distribution. m represents the total number of valid nodes
participating in the aggregation process.

As shown in equations (11) and (12), Q; and N; represent the normalized values of
the comprehensive quality assessment result Q(Ml-(t)) and the training node's sample
size N;, respectively. Q; is obtained through the inverse normalization function
Norm,,,(-) , while N; is obtained through the forward normalization function
Norm(+). Furthermore, ; is defined by a piecewise function so that suspicious nodes
receive lower effective aggregation weights. Here, R,,,, denotes the upper bound used
in the similarity normalization.

{ Oi = Normrev [Q(Mi(t)); Qmin: Qmax] (1 1)
Ni = Norm(N;; Nmin, Nrmax)
X %, if node P; is normal
Sl — max min (12)

2R =S . . .
—mex L if node P;is suspicious
Rmax—Smin

4 Experimental Results

4.1 Experimental Environment

All simulation experiments in this work were conducted under a uniform hardware con-
figuration and software environment. The experimental testbed was built on Ubuntu
20.04 LTS. The blockchain module was implemented using Hyperledger Fabric, with
smart contracts developed in Go. Hyperledger Fabric v1.4.1 was selected mainly for its
compatibility with the existing development environment and the stability of the smart-
contract toolchain used in our testbed. Therefore, this study focuses on framework de-
sign and robustness verification under the current prototype setting, rather than a full
system-level benchmark covering cross-version portability, communication cost, on-
chain latency, and scalability overhead. In the current implementation, the blockchain
layer records audit-related results and aggregation outcomes for traceability, while a
more comprehensive deployment-oriented evaluation is left for future work. The fed-
erated learning module was implemented in Python.

4.2  Experimental Dataset

This work employs the MNIST dataset to evaluate and validate the model training pro-
cess. As a classical handwritten digit benchmark in machine learning, MNIST contains
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60000 training samples and 10000 test samples. Each sample is a 28x28 grayscale im-
age with a digit label ranging from 0 to 9. Owing to its reliability and wide adoption,
MNIST is commonly used for assessing algorithmic performance.

As shown in Fig. 2, the CNN used for MNIST classification consists of two 5x5
convolutional layers and two fully connected layers, followed by Softmax logistic re-
gression for multi-class classification.

CONV1 CONV2 FC1 FC2
Convolution Convolution Fully Connected Layer Fully Connected Layer
5x5, 10 - 5x%5, 20 - 320 — 50 - 50 —+10
Maz — Pooling Layer Maz — Pooling Layer Rectified Linear Unit Soft max

Rectified Linear Unit

Rectified Linear Unit Dropout Layer

Dropout Layer

Fig. 2. [llustration of the CNN Architecture on the MNIST Dataset.

The dataset is split into 70% for training and 30% for testing. In addition, a series of
federated learning experiments are conducted on the FATE platform. The experiments
assume that the data follow an independent and identically distributed (IID) setting.
The detailed experimental configuration is as follows: the number of participating
nodes is 10, the global learning rate is set to 0.01, the batch size is 32, the number of
local training epochs is 10, and the total number of global communication rounds is
200.

4.3  Experimental Attack Settings

To evaluate the robustness of the proposed framework under various attack scenarios,
the experimental attack settings are summarized in Table 1. In the FL attack paradigm,
data poisoning is one of the most prevalent attack vectors. Such attacks can be specifi-
cally categorized into targeted attacks (TA) and untargeted attacks (UA), both of which
fundamentally rely on the label flipping (LF) operation as their core mechanism.

Table 1. Attack Scenario Settings

Attack Scenario Scenario Description
n malicious nodes perform the same label-re-

TA™
placement attack.
TAq x TAg Malicious nodes perform heterogeneous label-
replacement attacks.
UA™ n malicious nodes perform a untargeted attack.
NA No attack is performed.

In this work, targeted attacks, also referred to as backdoor attacks, are constructed
as follows: malicious nodes uniformly flip the labels of samples originally labeled as 3
to label 8 in their local datasets and then participate in federated learning training using
the modified data. The attack scenario TA™ denotes the presence of n malicious nodes
in the cluster performing this label-flipping operation. To further evaluate the proposed
framework's robustness against combined attacks, a composite attack scenario
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TAq X TAg is designed, in which two malicious nodes independently perform label-flip-
ping operations: one node flips all samples labeled 3 to 8, while the other flips all sam-
ples labeled 1 to 4, while both nodes simultaneously participate in the training process.

Untargeted attacks represent a conventional data poisoning paradigm. In this attack,
malicious nodes randomly replace the labels of all samples in their local datasets with
other class labels, and then use the manipulated data to participate in the federated
learning process. The attack scenario UA™ denotes the presence of n malicious nodes
in the cluster executing such untargeted attacks.

4.4  Experimental Evaluation Metrics

In this experiment, the core evaluation metrics selected are the test dataset Accuracy,

Loss, and Attack Rate. The definitions and calculation methods for each metric are

detailed below.

1. Accuracy: Accuracy is used to measure the overall classification performance of
the model on the test set. Since the MNIST dataset involves a multi-class classifi-
cation task, the accuracy is computed as:

Ntest

Accuracy = @Ziﬂ 10 =) (13)

where N, denotes the number of test samples, y; denotes the true label of sam-
ple i, y; denotes the predicted label, and 1(-) is the indicator function that equals
1 when the prediction is correct, and 0 otherwise.

2. Loss: Loss quantifies the discrepancy between the model’s predictions and the
ground-truth labels. In this experiment, the training process employs the categori-
cal cross-entropy loss function, which is computed as follows:

Loss = 23N, B, I(y; = O)log 3/, 0) (14)

where Loss denotes the loss value, N is the number of samples, and C represents
the total number of classes. I(-) is an indicator function that equals 1 when the true
category of sample i matches c, and 0 otherwise. ()71-] , ¢) denotes the c-th compo-
nent of the predicted probability distribution for sample i. A smaller loss indicates
better model fitting.

3. Attack Rate: Attack Rate measures the effectiveness of adversarial behaviors and
serves as a key indicator for evaluating the model’s security under malicious inter-
ference. In this experiment, the Attack Rate is computed as follows:

1 count(;?FCB)
AttackRate = — P

count(yj=cq) (15)
where M denotes the total number of samples subjected to label flipping, and
count(+) is a counting function that increments by one whenever a sample i with
true class ¢, is misclassified by the model as the flipped label cg. The attack rate
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quantifies the extent to which malicious manipulation interferes with the model's
prediction outcomes.

4.5  Experimental Results and Analysis

The experiments encompass comparative analyses across four dimensions, with the
specific settings and corresponding results summarized as follows.

Performance Benchmarking in the Absence of Malicious Nodes: As shown in
Fig. 3, using FedAvg as the baseline, both the proposed FedQFS framework and Fe-
dAvg achieve classification accuracies exceeding 95% in the federated learning setting
without malicious node participation, demonstrating comparable performance. It is
noteworthy that throughout the entire training process, the loss value of FedQFS con-
sistently remains lower than that of FedAvg. This observation indicates that under nor-
mal training conditions, FedQFS attains superior model performance and enhanced
training stability.

100 - 18

FedQFS
FedAvg

95

0.9

©
8
Loss

Accuracy (%)

03F

FedAvg
FedQFS

0 50 100 150 200 0 50 100 150 200
Rounds Rounds

(a) Accuracy (b) Loss

Fig. 3. Performance Benchmarking in the Absence of Malicious Nodes.
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Fig. 4. Robustness Evaluation under Multiple Attack Scenarios.
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Robustness Evaluation under Multiple Attack Scenarios: As shown in Fig. 4, the
experimental results indicate that in the label-flipping attack scenarios TA!
TA; X TA,,and TA*, the adversary misleads the model by altering the labels of training
samples, forcing it to learn incorrect decision patterns. As the attack intensity increases,
both FedQFS and FedAvg exhibit a consistent decline in classification accuracy, while
the attack rate rises correspondingly. In particular, under attack scenario TA*, FedAvg
achieves only 72.58% accuracy, whereas its attack rate surges to 92.64%, demonstrat-
ing that the low-quality model updates originating from malicious clients exert a se-
verely detrimental impact on the training process.

Comparative Evaluation of Anti-Collusion Performance under Sybil Attack
Scenarios: To evaluate the attack resilience of different schemes under Sybil attack
scenarios, in attack scenario TAY, malicious nodes replicate their own attack datasets
and participate in the federated learning process.

To enhance the comparative analysis, the similarity-based FoolsGold [25] scheme is
also included in this experiment. The experimental results shown in Fig. 5, indicate
that when the number of malicious nodes reaches two, the attack success rate against
FedAvg approaches 100%, demonstrating that the malicious nodes have fully achieved
their attack objectives. FoolsGold, which relies on similarity-based detection, exhibits
significantly improved defense effectiveness when two or more identical malicious
nodes are present. Notably, when only a single malicious node exists, the similarity
among honest nodes is higher than that between the malicious node and others. Conse-
quently, the honest nodes receive lower aggregation weights, while the weight of the
malicious node is higher because it is not similar to other nodes. In contrast, the pro-
posed FedQFS framework achieves a balanced performance under both scenarios:
when only one malicious node is present, the model quality auditing mechanism pre-
vents its gradient updates from being fully recognized by other nodes, resulting in a
lower effective aggregation weight and a correspondingly lower attack rate compared
to FoolsGold. When the number of malicious nodes exceeds two, the Sybil node iden-
tification mechanism activates, drastically reducing the aggregation weight of suspi-
cious nodes to near zero, thereby enabling the system to defend against attacks with an
effectiveness of approximately 99%.

Normal Gradient Compatibility Test: To better evaluate the compatibility of the
deviation detection mechanism with minor updates to the normal gradient, this experi-
ment designates a subset of training nodes on the MNIST dataset as minority groups.
These nodes are assigned a core dataset dominated by samples labeled as 3, comprising
90% of the data, with the remaining 10% consisting of digits 8 and 9, which share
similar features with 3, to ensure that gradient updates primarily focus on optimizing
features of digit 3. Additionally, the number of local training iterations for these minor-
ity nodes is limited to simulate minor updates to the normal gradient. In this experiment,
the group of minority nodes is compared with the cluster of nodes under attack scenario
TA"™, where the number of minority nodes is consistently set to n. The variation in the
model's accuracy on digit 3 is then observed as n increases. As shown in Fig. 6, the
accuracy of the model trained with normally updated minority nodes is consistently
higher than that obtained under attack scenario TA™. This demonstrates that the pro-
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posed FedQFS framework can effectively distinguish between malicious gradient up-
dates and normal gradients with minor updates, thereby confirming its superior com-
patibility with such normal gradients.

Based on the above experimental results, the proposed FedQFS demonstrates a
strong capability to withstand interference from malicious nodes and effectively reduce
the negative impact of low-quality model parameters on global model aggregation. In
addition, FedQFS can accurately distinguish Sybil attacks from normal nodes’ minor
gradient updates, thereby significantly improving the overall quality of model parame-
ters in federated learning.
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5 Conclusion

This paper presents FedQFS, a blockchain-assisted federated learning framework
that integrates quality auditing, fairness-aware deviation quantification, and similarity-
based Sybil resistance. Rather than introducing a completely new standalone aggrega-
tion rule, the proposed framework coordinates these three mechanisms within a unified
training and auditing process to improve robustness and fairness under malicious-up-
date scenarios. Experimental results on the MNIST dataset show that FedQFS is effec-
tive under the evaluated setting in reducing the influence of malicious participants and
distinguishing suspicious updates from benign minority-like deviations. Nevertheless,
the current study is still limited to a relatively simplified benchmark setting, and broader
validation under more challenging datasets, non-IID distributions, and larger-scale de-
ployments remains part of our future work.
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