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Abstract. Protecting Deep Neural Network in fields like medical image analysis
is challenging due to unauthorized access and misuse, which traditional methods
like watermarking fail to prevent. We propose a reinforcement learning-driven
weight obfuscation and key protection mechanism, along with a domain-locked
task-specific model generation framework, to enhance DNN authorization pro-
tection. The weight obfuscation creates dynamic masks, ensuring only authorized
users can access model functions, rendering illegal copies ineffective. The do-
main-locked framework uses Generative Adversarial Network to maximize per-
formance differences between tasks, ensuring the model excels only on author-
ized tasks and preventing misuse. Additionally, we embed watermarks into
model parameters with hash algorithms for tamper detection and recovery, allow-
ing restoration after attacks. Experimental results show these methods signifi-
cantly enhance DNN security and reliability in authorization protection, applica-
bility assurance, and tamper recovery, with minimal impact on performance.

Keywords: Deep Neural Networks, Intellectual Property Protection, Reinforce-
ment Learning, Weight Obfuscation, Watermarking.

1 Introduction

In recent years, deep learning has achieved remarkable results in various artificial in-
telligence domains, such as image recognition, medical image processing, speech
recognition, and natural language processing, significantly outperforming traditional
methods [1]. The training of high-performance deep neural networks (DNN) demands
extensive computational resources, specialized teams, and significant funding, render-
ing it a highly expensive endeavor [2]. Consequently, these well-trained DNN models
hold substantial commercial worth, making the protection of their intellectual property
an urgent problem to address [3].

Yet, with the rising value of DNN models, they have increasingly become targets for
malicious adversaries [4]. Acts of infringement like model piracy and unauthorized rep-
lication and distribution are on the rise, inflicting substantial financial damages on
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model proprietors. At present, the approaches to safeguarding the intellectual property
of DNN models are primarily divided into two types: proactive protection and passive
protection [5]. Passive protection techniques, like watermarking [6] and fingerprinting
[71, generally can only retrospectively trace ownership after infringement, failing to
prevent unauthorized access and abuse [8].

Constraints of passive protection for models. Assume that a medical tech company
has developed a high-performance DNN model used in medical imaging analysis to aid
physicians in diagnosing early lung cancer [9]. The model underwent months of train-
ing on large-scale medical image datasets, involving substantial computational re-
sources and capital, making it of exceedingly high commercial value. To safeguard the
model's intellectual property rights, the company embedded a watermark within the
model to track its source and ownership if infringement occurs. However, a malicious
actor succeeded in acquiring a copy of the company's model and sold it to another clinic.
Despite not paying licensing fees, the clinic could utilize the model for high-accuracy
detection of early lung cancer symptoms. Although the company's watermark allows
for post-event tracing of the model's origin, it cannot prevent attackers from unauthor-
ized copying, distribution, and usage of the model. Consequently, in such scenarios,
watermarking acts merely as a passive protection method and is ineffective in prevent-
ing unauthorized access and abuse [10].

Misuse risks associated with authorized users. Conversely, the use of the model by
authorized users lacks limitations, implying that legitimately authorized users might
apply the model to unauthorized tasks [11]. They frequently prefer to migrate high-
performing DNN models to similar tasks to reduce expenses. This practice is both prev-
alent and highly concealed, potentially violating the model owner's intellectual prop-
erty. For instance, the company granted legal authorization to a hospital to use the lung
cancer diagnosis model to enhance diagnostic efficiency. However, the hospital's med-
ical research team discovered that, with fine-tuning, the model could also be applied to
other medical imaging tasks [12], such as early-stage breast cancer detection. As a re-
sult, the hospital used the model for breast cancer diagnosis tasks without obtaining
extra authorization and did not pay the associated licensing fees. Because such actions
usually do not involve altering the model or its watermark, the model owner struggles
to detect the misuse in a timely manner.

Challenges in research. Current passive protection approaches are ineffective in pre-
venting the unauthorized uses and abuses described above [13]. While proactive pro-
tection methods can somewhat restrict unauthorized access, they often degrade model
performance or lack precise control over the usage by authorized users [14]. Thus, it is
imperative to develop a model protection mechanism that can prevent illegal use by
unauthorized users while effectively restricting the usage scope of legitimate users.

Our approach and contribution:

Usability Authorization: A reinforcement learning-based weight obfuscation and key
protection mechanism is proposed, providing dual-layer authorization by generating
weight masks that dynamically adjust the obfuscation of model parameters.

Suitability Authorization: A domain-locked, task-specific model framework is intro-
duced, which uses Generative Adversarial Networks (GAN) to generate contrasting do-
main data that differs from the authorized domain. By optimizing with KL divergence
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and Maximum Mean Discrepancy (MMD) loss, the model performs well on the author-
ized domain while performing poorly on others.

Tamper Recovery: Innovatively embeds a watermark into the less significant bits of
the model parameters and generates a unique identifier using hash algorithms to verify
the model's integrity and ownership. When the model faces attacks or tampering, it can
restore the weights to their original state using the model key.

2 Related Works

During the deployment and utilization of Deep Neural Networks (DNN), two key chal-
lenges arise: domain transfer of models and protection of intellectual property rights.
Existing research has conducted in-depth explorations around these directions, propos-
ing numerous technical solutions to address challenges such as cross-domain adaptation
and authorization control, and model copyright protection.

Domain transfer. In practical applications, models frequently encounter inconsisten-
cies in data distributions across different fields, which is referred to as the domain trans-
fer problem. Depending on whether the model has access to the target domain, it can
be categorized into adaptation (DA) and generalization (DG). When the target domain
is accessible, DA enhances the model's performance on the target domain by narrowing
the distribution gap between the source and target domains. The Domain-Adversarial
Neural Network (DANN) proposed by Ganin et al. [15] is a classic adversarial domain
adaptation method, which significantly improves performance on the target domain by
introducing adversarial training mechanisms to align inter-domain feature distributions.
Tzeng et al. [16] proposed Adversarial Discriminative Domain Adaptation (ADDA),
which further integrates task-specific supervision to enhance the cross-domain robust-
ness of feature representations. Generative Adversarial Networks (GAN) provide new
perspectives for DA. Bousmalis et al. proposed Domain Separation Networks (DSN),
which enhance cross-domain adaptation performance by separating shared features and
private features [17]. Volpi et al. presented an adversarial data augmentation approach
that enhances model robustness on the target domain by generating pseudo target do-
main samples [18]. Recently, the majority of studies have concentrated on enhancing
domain adaptation performance by exploring similarities among different data domains
to improve models' transferability across various tasks. When the target domain is in-
accessible or its specifics are unknown, DG aims to enhance transferability between the
authorized and unauthorized domains by finding an intermediate state. Qiao et al. [19]
proposed an authorized domain generalization method based on adversarial domain
augmentation, which enhances the model's generalization ability to unknown domains
by generating virtual target domain data, and optimizes training efficiency and worst-
case constraints using a meta-learning framework and autoencoders. Zhao et al. [20]
presented a maximum entropy-based adversarial data augmentation regularization tech-
nique, generating virtual target domain data by perturbing the source domain distribu-
tion to enhance model generalization and robustness. Li et al. [21] suggested improving
single-domain generalization by jointly learning domain expansion and contrastive
learning to generate diversified virtual domain data. Xu et al. [22] introduced a visual
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representation learning approach based on random convolution, creating new domain
data by generating textures while maintaining global shapes, thus improving robustness
in downstream tasks. In conclusion, DA and DG approaches improve model generali-
zation by learning the data similarities across different domains. Contrary to DA and
DG, our method maximizes the distance between domains, focusing solely on the
unique features of the authorized domain, diminishing inter-domain similarities, and
weakening the model's generalization ability.

DNN Intellectual Property Protection. According to specific protection strategies,
methods for safeguarding DNN intellectual property rights are classified into passive
and active protection. Passive protection methods typically only secure the ownership
of the model and can trace the ownership after the model's intellectual property has
been infringed upon by unscrupulous individuals. Passive protection techniques mainly
implement ownership tracing by embedding watermarks into the model. Adi et al. [23]
introduced a watermark embedding technique based on trigger samples; the model out-
puts specified results when it receives particular inputs, serving for ownership verifica-
tion. Uchida et al. proposed embedding watermarks into the secondary bits of model
parameters and extracting the watermark using a key [24]. To strengthen the robustness
of watermark techniques, Rouhani et al. [25] proposed a frequency-domain watermark
embedding method, which, by encoding watermarks into spectral features, significantly
enhances resistance to attacks such as pruning and fine-tuning. Liu et al. [3] proposed
creating trigger set watermarks by integrating Fourier spectrum analysis and random
perturbations. However, existing watermarking technologies are mostly limited to own-
ership verification and lack integration with model tampering detection and recovery.
Active protection technologies aim to directly restrict model access or usage. For ex-
ample, weight obfuscation restricts unauthorized use by adding noise or perturbations
to model weights. Xue et al. [13] selected a small subset of model parameters for en-
cryption via adversarial perturbations, with the perturbation values serving as keys
given to authorized users to decrypt the model, thereby preventing unauthorized access.
Liu et al. embedded digital passports within DNN models, ensuring that any attempt to
forge the passport significantly degrades the model's inference performance on the orig-
inal task. This method exhibits strong robustness against model fine-tuning and obfus-
cation attacks [26]. Recently, Xue et al. [27] proposed using backdoor attacks com-
bined with sample triggers to generate model keys, which can effectively prevent un-
authorized access and simultaneously extract fingerprints related to user identity,
achieving user fingerprint management.

3 Our Proposed Method

The overview of the proposed method is shown in Fig. 1, including the domain-
locked model generation module, the reinforcement learning(RL) driven weight ob-
fuscation module, and the watermark embedding and recovery module. The author-
ized domain refers to the data distribution that the model owner allows legitimate us-
ers to use for inference. The victim model is the original, unaltered model completed
by the model owner after training. The domain-locked model is one that has been
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adjusted from the original innocent model to perform optimally on the authorized do-
main while performing poorly on other unauthorized domains, thereby restricting the
model's effectiveness to the authorized domain.
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Fig. 1. The overview of the proposed method

3.1 Domain-locked Model generation

Inspired by Conditional GAN (CGAN) and Information GAN (InfoGAN), we control
the generation process via labels and maximize mutual information to ensure the gen-
erated data contains meaningful label information. Specifically, the method proceeds
as follows:

Setting multiple distance thresholds. To generate data at various distances, we define
multiple upper limits DIS, representing a set of different distance thresholds (dis), to
control the distance range of the generated data. By specifying different dis values, we
can produce augmented data at varying distances from the authorized data domain, i.e.,
comparative domain data.

Defining optimization objectives. For each distance threshold dis, we freeze the pa-
rameters of discriminator D and establish the following optimization goals to adjust the
output of generator G.

Lyye = —min( dis,MMD(PXNP)S((DZ(x)),PyNPg(DZ(G(noise, )

+E, _ps Dce(Dm (G (noise, y)), y)
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Here, z represents the representation output by the feature extractor, and
MMD(PX%S( (D, (x)), Py~P5 (D,(G(noise, y)))) denotes the Maximum Mean Discrep-

ancy (MMD) distance between the authorized domain data and the contrast domain
data. D, stands for cross-entropy loss, which constrains the generated data to preserve
the semantic information of the authorized domain.

Generation of Augmented Data at Different Distances. After optimization, by input-
ting Gaussian noise and labels sampled from the label distribution P, into generator G,
augmented data that meet different distance requirements can be generated. Ensure that
the generated data retains semantic information at different distances, while controlling
the MMD distance to generate diverse data with varying distances from the source do-
main, thereby enhancing the model's adaptability to different data distributions.

Domain-Locked Model Generation. We consider an authorized data domain S =
{(x, y)|x"P§,y"P7} , where P, and P, represent the distributions of inputs and labels,
respectively. Additionally, there is a contrast data domain generated using the previ-
ously mentioned GAN method A = {(x, y)|x"P#,y"P{'} , where x represents data and
y represents data labels. Input the authorized domain data S and contrast data domain
A into the DNN, whose architecture comprises a feature extractor and a classifier. In
the information flow of representation learning, the model is required to extract repre-
sentations associated with authorized domain information. The mutual information
I(z;n) reflects the amount of information related to domain features n (i.e., authorized
data domain or contrast data domain) contained within the representation z. By max-
imizing 1(z;n), we introduce more domain-related information into the representation
z, thereby increasing the model's dependence on the authorized data domain. Conse-
quently, the model exhibits well performance on the authorized domain but performs
poorly on the contrast data domain.

To preserve the model's good performance on the authorized data domain while di-
minishing its performance on the contrast data domain. First, employ KL divergence
loss to measure the error between the model's predictions and the true labels:

L*=Ls—min(B,a - Ly) 2)

Here, Lg represents the model's loss on the authorized data domain, L, denotes the
loss on the contrast data domain, « is the scaling factor, and g is the upper limit of the
loss, controlling the value of L, within a reasonable range to prevent it from becoming
excessively large.

Secondly, to further ensure domain dependency in z and increase the representation
distance between domains, Maximum Mean Discrepancy (MMD) is employed to meas-
ure the distance between the distributions of the authorized data domain and the contrast
data domain, thereby enhancing the representation differences between the two data
domains. The Gaussian kernel estimator MMD(P,Q;exp) based on RKHS is utilized to
compute the distribution differences between domains. The optimization objective is:

L* = Ls —min(B,a - Ly - Lq;s) 3)

Here, Ly, is the MMD-based penalty term, which indirectly increases 1(z;n) by en-

larging the distribution differences between domains. Ultimately, this optimization
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design ensures the sufficiency of the source domain and strengthens the performance
constraints on the auxiliary domain.

3.2  RL-driven Weight Obfuscation

Mask Generation. By introducing a mask M to identify the weights that require ob-
fuscation, we strive to minimize the number of obfuscated weights, thereby decreasing
the security risks involved in storing and transmitting obfuscated weights as keys. The
definition of mask M is as follows:

1, |w;—c|<e¢

M(w) = {0, otherwise (4)
Here, w; represents the weights, c and ¢ are adjustable hyperparameters. Through
this mask, we can selectively obfuscate the weights falling within the range
[c — &, ¢ + €] , while leaving the weights outside this range unchanged. With the mask,
we can optimize the weight changes and generate new weight changes.
Aw':=Aw O M 5)
Here, O denotes element-wise multiplication in a matrix. Through the careful selec-
tion of constant c, the effect of weight obfuscation can be distributed across various
layers of the model. This distributed approach notably increases the model's resilience
to potential attacks, such as fine-tuning or training with norm regularization resistance.
Subsequently, I; norm regularization is applied to the adjusted weight changes, encour-
aging sparsity in the weight changes, i.e., reducing the number of non-zero elements.
Only important weight changes are stored, lowering the security risks associated with
transmitting them as keys and compressing storage requirements. Integrating the dis-
tributed design of mask M with I, norm regularization enables weight obfuscation
while lessening reliance on storage resources.

Optimization Module. Through the previous mask generation module, we can deter-
mine the weights that need to be obfuscated and the magnitude of the new weight
changes. To enhance the concealment of obfuscation, we add the weight changes Aw’
to the weights that need to be obfuscated and restrict the range of the changed weights
w + Aw' within the upper and lower bounds of the original weights w, ensuring the
altered values do not deviate from the original model's range. This constraint is gov-
erned by two hyperparameters, y and n. The optimal weight value changes with the
minimum weight selection can be obtained through the following loss function J(Aw'):
min J(Aw") = —F(g(x; @ + Aw’), y) + ulldw’]ly (6)
where g represents the functionality of the neural network model (e.g., classification
accuracy); x denotes the input training sample, and y signifies the corresponding label;
indicates the [, norm of the weight adjustments, aimed at controlling the sparsity of
weight modifications; u is the regularization parameter used to balance the impact of
the number of weight modifications and model performance.
The optimization process is subject to the following constraints:
y - min{v;} < v; + Aw’ <1 - max{v;} @)
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Here, v; represents the parameter value of a single weight, y and n are used to con-
strain the upper and lower bounds of the model weights.

State-of-the-art DNN models typically contain millions of parameters, making it im-
practical to manually design the optimal mask for each filter in real-world applications.
Although the range of parameter obfuscation has been determined, the selection of the
optimal filters still requires further design and consideration

Reinforcement Learning-Based Controller. Parameters in DNN models often exhibit
significant redundancy, with varying contributions from different filters to the model's
functionality. For instance, filters learning textures or repetitive patterns (like clouds in
the sky or tiles on walls) typically influence the model less than filters learning distinc-
tive features of critical objects (like facial features or brand logos), as the former often
lack discriminative power, whereas the latter are closely tied to the essential objectives
of classification or detection. Drawing from this, we introduce a reinforcement learn-
ing-driven controller to identify key filters with substantial influence on model func-
tionality and to generate the respective masks.

In the reinforcement learning framework, the controller acts as an agent, selecting a
filter index k for each layer [, where k € [1, F(1)], and F(I) represents the total num-
ber of filters (or output channels) in layer [ . As F(l)is dictated by the architecture of
the target model M , the agent operates in a static environment. If n filters are selected
per layer, the agent executes n X L actions in total (where L is the number of layers).
All agents share a controller with weight parameters 6 , whose optimization goal is to
maximize the expected reward J(0) :

J(6) = En(a,.nn0)[R] ®

Here, m(a; ) represents the policy distribution given the controller parameters
theta for executing actions; J is the reward signal guiding the controller. Here, n(a; 6)
denotes the policy distribution for performing a under the controller parameters 6, and
R acts as the reward signal directing the controller.

The reward R encourages the controller to select filters that significantly reduce
model accuracy after obfuscation, and it is defined as follows:

R = —ACCou(f (" 0 + Aw), y¥) ©

Here, ACC,,, represents the prediction accuracy of model f on the validation dataset
Dyar = {(x"®, y¥*)}. The expected reward ] (6) is optimized using the policy gradient
algorithm in reinforcement learning, transforming the reward maximization problem
into a loss minimization problem:

m n-lL

1
L@ ==—> > In n(a,l6) R~ b) (10)
j=1 t=1

Here, m represents the number of trajectories in each training phase, b is the baseline
value used to reduce the variance of reward estimation, and R; denotes the reward of

the j-th trajectory.
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3.3  Watermark Embedding and Recovery

Deep neural network (DNN) models have numerous parameters with redundancies, al-
lowing watermark embedding without affecting performance. These parameters are
stored as 32-bit floating-point numbers following the IEEE 754 standard, where the
sign and exponent bits significantly impact parameter values, while the 23-bit mantissa
affects only the fractional part. Since modifying the mantissa has minimal impact,
model watermarks can be embedded into these bits without altering overall functional-
ity.

Watermark Embedding: The process of generating recovery bits begins by extracting
all the sign and exponent bits from the model parameters 6 . These extracted bits,
known as the primary bits and denoted by C = {c;, ¢, -**, ¢, } serve as the foundation
for embedding. Following this, the recovery bits R = {ry,1,,---,1;,} are obtained
through matrix multiplication. The computation of the recovery bits is performed using
the formula below:

n &1
T C
l=Kkx|7? (11)
rTI. CTL

Here, K is a pseudorandom binary matrix of size m x n generated by the key m,.

The method identifies tampered positions by comparing hashes generated using hash
functions (e.g., SHA-256). Specifically, the model parameters and recovery bits are
divided into g groups, each containing u elements. For each group, primary bits C and
recovery bits R are processed through an encrypted hash function to generate h hash
bits. These hash bits, combined with the recovery bits, form a watermark. By embed-
ding this watermark into the secondary bits of the model, a watermarked model 4 is
created.

Once authorized users receive the watermarked model, they can restore the obfus-
cated and tampered parameters using the key m,,. The watermark is first extracted from
the model's secondary bits, which include recovery and hash bits, and is divided into g
groups along with the primary bits. For each group, the extracted hash bits are compared
with recalculated hash bits to identify tampered recovery and primary bits. If the ex-
tracted hash bits match the recalculated ones, the group is marked as intact; otherwise,
it is flagged as tampered. Assuming the total number of recovery bits in initially iden-
tified intact groups is ¥, the formula for recovery bits is reformulated as:

Tt(1)
Tt(2)

(9]

=K x (12)
5 Te@y)

Here, K is a matrix composed of rows selected from K (generated by the key m,).
These rows correspond to the complete v recovery bits, where t(-) represents the indi-
ces of complete recovery bits. At this point, the extraction of the higher bits Ccan es-
sentially be divided into complete and tampered primary bits. Thus, the formula can be
further refined as follows:
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Tt

r ~ ~ A A

‘DN _gkxc=RxC (13)
5 X Te)

Here, K and K are matrices composed of the columns corresponding to the primary
bits . In this formula, all components except for € are accurate, whereas € corresponds
to the primary bits that require restore. Therefore, recovering the tampered primary bits
simplifies to solving for matrix € . As long as this formula has a unique solution, the
tampered can be completely restored.

4 Experiments

4.1  Implementation Detail

All experiments were implemented using Python's PyTorch deep learning framework.
The training and evaluation processes were conducted on a workstation equipped with
an NVIDIA RTX 4060 GPU, ensuring efficient computation and acceleration of deep
neural network training.

Dataset. To validate the effectiveness and generality of our proposed method, ex-
periments were conducted on several benchmark datasets: CIFAR-10, STL-10,
MNIST, USPS, SVHN, MNIST-M, SYN-D and Fashion-MNIST [28].

DNN Model. We employed various classic convolutional neural network architec-
tures as baseline models to demonstrate the applicability of our method across different
network structures. VGG-11 and VGG-13 [29]: Deep convolutional networks with 11
and 13 layers, renowned for their simplicity and effectiveness in image recognition
tasks. ResNet-18: An 18-layer residual network that uses skip connections to address
the vanishing gradient problem, allowing for the training of deeper networks. AlexNet:
One of the pioneering deep learning models in image classification, consisting of 8
layers, composed of convolutional and fully connected layers.

Hyper-parameters Setting. In the mask generation process within the RL-driven
weight obfuscation module, ¢ and ¢ are hyperparameters that should be predefined ac-
cording to domain knowledge. In our experiments, we set ¢ to the average of the median
values of the weight distributions in each layer of the model, € can be regarded as an
adjustment term for ¢, primarily serving to maintain the value of ¢ near the median of
the weight distribution, thereby ensuring the recoverability of the model. Furthermore,
the size of each group in the watermark embedding and recovery modules is setto u =
16.

4.2 Domain-Locking Effect Validation

As illustrated in the Table 1, the experimental results confirm the effectiveness of the
domain-locking mechanism on various datasets. Within the authorized domain, the
model demonstrates outstanding classification performance. For example, it achieves
classification accuracies of 85.208% and 98.125% on the CIFAR-10 and MNIST
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datasets, respectively, highlighting the domain-locking mechanism's ability to support
tasks in the authorized domain. Concurrently, in the unauthorized domains, the model's
performance significantly declines. For instance, the accuracy in the unauthorized do-
main of CIFAR-10 is only 11.042%, and the accuracies in the unauthorized domains of
other datasets are all below 12%.

Table 1. Comparison of model performance across datasets.

Authorized Unauthorized

Dataset Model Domain(%) Domain(%) Drop

CIFAR-10 VGG-13 85.208 11.042 74.166
STL VGG-13 81.458 10.625 70.833
MNIST VGG-11 98.125 11.25 86.875
USPS VGG-11 98.854 9.062 89.792
SVHN VGG-11 99.152 10.324 88.828
MM VGG-11 91.632 11.258 80.374
SYN VGG-11 99.324 11.125 74.166

This significant performance disparity indicates that the domain-locking mechanism
successfully restricts the model's effectiveness in unauthorized domains, ensuring that
the model can only function correctly within specific authorized domains, thereby
achieving the goal of applicability authorization. Additionally, this method consistently
restricts the model's performance to the authorized domains across different data distri-
butions and model architectures, further demonstrating the method's effectiveness.

4.3  RL-Driven Weight Obfuscation Experiment

Table 2. Performance comparison of different models on multiple datasets before and after pa-
rameter obfuscation.

Before After Random

Dataset Model '?:)ZC) Para. Acc.(%) | ObfusPara | Acc. (%)
CIFAR- VGG-11 93.72 28.14 10.13 827 91.20
10 ResNet-18 | 93.07 11.32 10.10 289 90.30
VGG-13 93.55 38.26 10.24 841 88.32
VGG-11 93.72 28.14 10.05 412 91.20
STL ResNet-18 | 93.07 11.32 10.23 357 82.13
VGG-13 93.55 38.26 10.00 457 91.43
Fashion- VGG-11 93.41 28.14 10.16 324 90.25
MNIST ResNet-18 | 93.23 11.32 10.55 236 91.12
VGG-13 92.11 38.26 10.08 360 87.15

As illustrated in the Table 2, prior to weight obfuscation, the model attains accuracy
rates between 92% and 94% on datasets including CIFAR-10, STL, and Fashion-
MNIST, indicating that the model parameters maintain high baseline performance in
the absence of obfuscation. However, following weight obfuscation, the accuracy of all
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model types across all datasets declines to around 10.00%, corresponding to random
guessing levels. Selecting only a minimal number of critical weights can reduce the
model's performance to the level of random guessing, significantly diminishing the
model's baseline performance. Additionally, randomly selecting a number of weights
equal to the number of obfuscated weights in the model only results in a very limited
decrease in model performance. Moreover, the total number of obfuscated weights
across all models is less than 1K, greatly reducing the space occupancy during key
storage and enhancing the security of key distribution. Experimental results demon-
strate that the reinforcement learning-driven weight obfuscation mechanism exhibits
high effectiveness across multiple datasets and model architectures.

Fig. 2 shows how the top-1 accuracy in the ObfusDomainNet framework changes as
the number of obfuscated weights increases. It is evident that as more weights are ob-
fuscated, model accuracy drops significantly, eventually approaching random guessing
levels, demonstrating the effectiveness of the obfuscation strategy in reducing model
performance. In contrast, the blue dashed line representing randomly selected weights
shows little impact on model accuracy, remaining relatively stable. This indicates that
targeted weight obfuscation is far more effective than random selection, significantly
reducing model accuracy while enhancing security and minimizing key storage require-
ments.

- - - - ————-=- Random Accuracy
ObfusDomainNet Accuracy

80 1

o
<)
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Fig. 2. Top-1 Accuracy and Model secrets count

4.4  Watermark Embedding and Extraction

As shown in Table 3, the detection performance of the watermarked model is evaluated
at various tampering rates. On the CIFAR-10, STL, and Fashion-MNIST datasets, for
different levels of weight tampering (0.1%, 1%, 10%), the watermark detection rate of
all models (VGG-11, ResNet-18) was 100%. This indicates that the watermark mech-
anism can accurately locate tampering positions, effectively verifying the integrity of
the model regardless of the degree of tampering. This confirms the robustness and reli-
ability of the proposed watermark embedding and detection mechanism. After
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watermark embedding, as shown in Table 4, the performance of the obfuscated model
is only slightly affected. For instance, on the CIFAR-10 dataset, the obfuscated model
without watermarking had an accuracy of 10.01%, whereas the obfuscated model with
watermarking had an accuracy of 9.92%, representing a performance drop of merely
0.09%. Similarly, on the STL and Fashion-MNIST datasets, the change in model per-
formance ranged from 0.1% to 0.3%. This suggests that watermark embedding has an
insignificant effect on the performance of the obfuscated model, further confirming the
method's practical usability.

Table 3. Detection Rate with Different Tampering Rates

Tampering Detection

Model Dataset Rate(%) Rate(%)
CIFAR-10 0.1 100
VGG-11 STL 1 100
Fashion-MNIST 10 100
CIFAR-10 0.1 100
ResNet-18 STL 1 100
Fashion-MNIST 10 100

Table 4. Comparison of obfuscated and watermarked model accuracies on different datasets.

Obfuscated Watermarked

Model Dataset Model Model
Accuracy (%)  Accuracy (%)
CIFAR-10 10.01 9.92
VGG-11 STL 10.12 10.14
Fashion-MNIST 10.00 9.48
CIFAR-10 10.00 9.23
ResNet-18 STL 10.10 10.55
Fashion-MNIST 10.00 11.20

The experimental results indicate that the proposed watermarking mechanism
demonstrates robust detection capabilities under different levels of weight tampering,
while minimally affecting the obfuscated model's performance, thereby not compro-
mising the protection of model usability and applicability authorization. Additionally,
post watermark embedding, the model retains high levels of security and reliability
against attacks, thoroughly validating the method's practicality and effectiveness. These
characteristics make the mechanism suitable for various practical scenarios that require
model copyright protection and tampering detection.

45  Model Tampering and Recovery

In this experiment, we simulate hacker attacks by randomly selecting and tampering
with different proportions of parameters in watermarked models. The tampering
method involves setting selected weights to zero, though other values yield similar
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results. To restore the model, we first use the watermark key and recovery bits to re-
cover the obfuscated model, then apply the model key to correct erroneous weights,
ultimately achieving the restored domain-locking model.

Table 5. Model performance under 1% tampering rate across different datasets.

1% Tampering Rate Accuracy
. Domain-
Model Dataset Water- Tampered AUthO”.ZEd Unauthorized | locked
marked Model Domain Domain (%) | Model
0, 0,
Model(%) (%) (%)

CIFAR-10 8.23 9.21 93.021 10.18 93.031

VGG- STL 9.17 9.12 91.064 11.23 91.235
11 Fashion-

MNIST 10.82 10.25 98.156 10.01 98.247

CIFAR-10 9.53 9.32 98.032 9.98 99.587

Res- STL 9.87 9.58 98.163 10.34 98.232
Net-18 | Fashion-

MNIST 10.56 10.16 99.623 10.21 99.711

This experiment tests the watermarking mechanism and model keys for restoring
tampered models. We simulated 1% random weight tampering on various datasets, then
evaluated model performance after tampering and recovery using the watermark key
and model key. Results in Table 5 show that the watermarked model’s accuracy is
initially around 10%, equivalent to random guessing. After tampering, accuracy de-
creases but remains at random guessing levels. Using the watermark key and recovery
bits, the model's performance is largely restored, with restored models achieving high
accuracy, such as 93.021% for VGG-11 and 99.587% for ResNet-18 on CIFAR-10.
The recovery mechanism demonstrates consistent results across all datasets, showing
high reliability in repairing tampering. Restored models achieve over 91% accuracy in
the authorized domain, closely matching the original domain-locked model, while ac-
curacy drops to random guessing in unauthorized domains. These findings highlight the
robustness of the watermarking mechanism in detecting tampering and restoring model
performance with minimal impact, effectively preserving domain-locking features and
safeguarding model authorization.

4.6  Integration experiments

In this experiment, all previously proposed modules were integrated to evaluate the
recovery performance of a watermark-protected model under different tampering rates,
using watermark keys and model keys. Fig. 3, respectively show the performance of
the recovered models on CIFAR-10 and Fashion-MNIST datasets under varying tam-
pering rates. Each figure evaluates three model architectures (AlexNet, VGG11, and
ResNet18) to examine the impact of tampering on model accuracy.

The results show that for all datasets and model architectures, the model accuracy
remains high when the tampering rate is below 0.45. These findings indicate that the
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proposed integrated method demonstrates robustness against a certain level of tamper-
ing. Before reaching a tampering rate of 0.45, the models exhibited strong resistance to
interference, confirming that the method can effectively maintain model integrity under
moderate tampering conditions.

!

CIFAR-10 Fashion-MNIST

Fig. 3. The model performances on CIFAR-10, Fashion-MNIST datasets under different tam-
pering rates

4.7  Comparison Experiments

To further verify the superiority of the proposed ObfusDomainNet, we compare our
method with several representative model protection approaches, including watermark-
based methods [23-24] and proactive protection methods [13][26].

For fair comparison, all methods are evaluated under the same experimental settings
on two datasets, namely CIFAR-10 and STL. We report the classification accuracy in
the authorized domain and unauthorized domain, as well as whether the method sup-
ports tamper recovery.

Table 6 summarizes the comparison results. It can be observed that most baseline
methods achieve relatively high accuracy in both authorized and unauthorized domains.
Although such methods may provide certain ownership protection or model obfusca-
tion capability, they fail to effectively restrict the model usage to the authorized domain.
This indicates that these methods cannot fundamentally prevent an adversary from di-
rectly exploiting the stolen model in out-of-domain or unauthorized scenarios.

In contrast, Our proposed method maintains high classification accuracy in the au-
thorized domain. More importantly, its accuracy in the unauthorized domain drops dra-
matically to 10.18% on CIFAR-10 and 11.23% on STL. This large performance gap
demonstrates that the proposed method can effectively bind the model functionality to
the authorized domain, thereby significantly reducing the practical usability of the
model once it is illegally obtained or deployed in unauthorized scenarios.

Another notable advantage of our method lies in the tamper recovery capability. As
shown in Table 6, none of the compared methods supports recovery after model tam-
pering, whereas our method can successfully recover the model. This shows that our
method not only provides proactive protection by restricting unauthorized usage, but
also offers passive verification and restoration capability through watermark-based
tamper recovery. Therefore, the proposed framework achieves a more comprehensive
form of model intellectual property protection than existing methods.



16 C. Ding and C. Wan

Table 6. Comparison with representative protection methods on CIFAR-10 and STL.

CIFAR-10 STL Tamper
Metod | Auth.Acc.(%) | Unauth.Acc.(%) | Auth.Acc.(%) | Unauth.Acc.(%) | recovery
[23] 90.34 89.37 88.65 76.91 X
[24] 92.47 90.17 90.57 87.27 X
[13] 94.59 93.22 84.74 72.18 X
[26] 93.18 90.37 85.42 77.39 X
[27] 92.53 91.64 87.17 86.37 X
Ours 93.02 10.18 91.07 11.23 ~

5 Conclusion

This paper introduces an innovative intellectual property protection framework for
Deep Neural Networks (DNN), which combines reinforcement learning-driven weight
obfuscation, domain-locking task-specific model generation based on Generative Ad-
versarial Network (GAN), and watermark embedding and recovery technologies.
Firstly, the reinforcement learning-driven weight obfuscation mechanism dynamically
adjusts the extent of parameter obfuscation, ensuring that once the model is obtained
by unauthorized users, the core functionalities remain locked, thereby significantly en-
hancing the model's proactive protection capabilities. Secondly, the domain-locking
model generation framework maximizes the performance differences between author-
ized and unauthorized domains, ensuring that the model performs excellently only on
specific tasks. This effectively prevents legitimate users from misusing the model for
unauthorized tasks, thereby avoiding implicit infringements of the model's intellectual
property. Lastly, the watermark embedding and recovery mechanism, in conjunction
with hash algorithms, not only improves the accuracy of model tampering detection but
also offers the ability to repair tampered models, thereby providing reliable protection
for the integrity of DNN models.

The experimental results indicate that the proposed method outperforms in protecting
model intellectual property, increasing authorization flexibility, and detecting tamper-
ing, effectively preventing unauthorized use and infringement. Future research can fur-
ther optimize the watermark embedding and recovery mechanisms to accommodate
more complex attack scenarios, while also exploring strategies to further enhance
model security across different domains and tasks.
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