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Abstract. Automated parsing of Cyber Threat Intelligence (CTI) is crucial for
threat at-tribution and proactive defense. However, Chinese CTI texts are highly
unstructured and semantically fragmented, posing dual challenges for existing
models. In entity extraction, fragmented tokenization caused by high-entropy en-
tities and complex nested structures leads to ambiguous entity boundaries. In re-
lation extraction, critical attack clues are scattered across paragraphs, preventing
traditional attention mechanisms from effectively capturing long-range depend-
encies and relative spatial structures. To address these limitations, we propose an
adaptive global-local joint extraction framework de-signed for fragmented se-
mantic aggregation in Chinese CTI. Within the entity recognition module, we
introduce adaptive rotary position embeddings to correct low-level positional fea-
tures. This mechanism, combined with a type-decoupled GlobalPointer, resolves
recognition conflicts involving long-span entities and nested boundaries. In the
relation extraction module, we design a dual-stage attention mechanism to dy-
namically integrate global cross-paragraph spatial clues with local entity neigh-
borhood features. Additionally, an adaptive decoding strategy aware of class im-
balance is implemented to enhance the robustness of the model against sparse
long-tail relations. Experimental results on the CDTier dataset indicate that the
proposed framework achieves a 9.45% improvement in the F1 score of entity
extraction over the best existing baseline, alongside a precision of 93.3% and a
recall of 95.5% for relation extraction. The proposed method overcomes the bot-
tleneck of long-range semantic parsing in complex Chinese contexts, demonstrat-
ing superior generalization capabilities and practical utility.

Keywords: Cyber threat intelligence, Entity and relation extraction, Rotary po-
sition em-bedding, GlobalPointer.
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1 Introduction

As cyber attacks evolve toward Advanced Persistent Threats (APTs), infiltrations of
the supply chain, and zero-day exploits, attack behaviors become multi-stage, cross-
platform, and highly concealed, posing severe challenges to critical information infra-
structures[1]. Cyber Threat Intelligence (CTI) serves as the core medium for conveying
Indicators of Compromise (IOCs), mechanisms of vulnerability exploitation, and strat-
egies for defense. The automated parsing of CTI is essential for threat attribution and
proactive defense. However, unlike conventional structured corpora, Chinese CTI re-
ports are highly unstructured and semantically fragmented. Comprehensive clues of the
kill chain often span long textual sequences, where key entities and core behaviors are
scattered across multiple paragraphs, accompanied by numerous nested descriptions
and technical terminology. Consequently, traditional models for extraction suffer from
limited semantic understanding, an inability to capture long-range dependencies, and
ambiguous boundaries of entities when processing Chinese CTI[2].

Recent CTI entity and relation extraction research has progressed significantly. Early
rule-based and statistical methods struggle with novel attacks and long texts, driving
the adoption of deep learning and pre-trained models. For example, Varghese et al.[3]
utilized BERT to extract attacker and tool identifiers from dark web forums. To im-
prove relation extraction, Yuan et al.[4] built a relation-aware attention network en-
hancing cross-sentence modeling. Additionally, CyberRel[5] integrates BERT and
BiGRU for CTI triplet extraction. Regarding paradigms, joint methods alleviate pipe-
line error propagation via shared representations, whereas pipeline models remain pop-
ular in practical systems due to structural clarity and rule compatibility[6]. However,
most studies target English. Applying either paradigm to Chinese CTI datasets like
CDTier[7] exposes core bottlenecks, as Fig. 1 illustrates.
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Fig. 1. Challenges of Existing Extraction Methods in Chinese Cyber Threat Intelligence Involv-

ing Nested Entities and Contextual Semantic Fragmentation.

First, complex boundaries and entity nesting frequently trigger recognition conflicts.
Unlike English, Chinese lacks explicit word delimiters. Combining Chinese characters
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with high-entropy attack features, such as hash values, causes boundary ambiguity. Fur-
thermore, frequent long attributive structures in Chinese cause prevalent nesting, often
embedding software entities within vulnerability descriptions. Traditional sequence la-
beling methods like the BIO scheme struggle to parse these overlapping boundaries,
sharply reducing recall.

Second, long text truncation causes contextual semantic fragmentation. Chinese
heavily emphasizes semantic coherence and frequently utilizes zero anaphora, necessi-
tating deep reliance on long-range contexts. Moreover, attack clues within CTI reports
are generally scattered non-linearly. Constrained by the fixed context windows and ab-
solute positional embeddings of BERT-based models, text truncation easily loses im-
plicit cross-paragraph dependencies, ultimately severing long-range entity associa-
tions[8].

To address these challenges, we propose RoGloRE (Rotary Global-Local Relation
and Entity Extraction), an adaptive global-local relation extraction framework specifi-
cally designed to aggregate fragmented semantics in Chinese CTI. It overcomes com-
plex context parsing bottlenecks by integrating dynamic position awareness and a dual
attention mechanism. Our main contributions are as follows:

— We construct an entity extraction module based on Rotary Position Embedding
(RoPE) and GlobalPointer. It utilizes multi-dimensional relative position modeling
to resolve long entity recognition difficulties and nested boundary confusion.

— We design a dual-stage attention mechanism fusing global and local semantics to
capture cross-paragraph attack associations. To address sample sparsity, we intro-
duce a class-imbalance-aware adaptive decoding strategy, significantly enhancing
model robustness in recognizing long-range dependencies and sparse relations.

— Experiments on the CDTier dataset demonstrate that RoGloRE improves the entity
extraction F1 score by 9.45% over the state-of-the-art baseline. Furthermore, relation
extraction precision and recall reach 93.3% and 95.5%, respectively, fully verifying
the framework's effectiveness in complex contexts.

2 Related Work

This section reviews related work from two dimensions: document-level relation ex-
traction and threat intelligence information extraction, focusing on existing solutions
for nested entities and semantic fragmentation.

2.1  General Document-Level Relation Extraction Techniques

Document-level relation extraction aims to identify cross-paragraph entity associations,
requiring long-range dependency processing and complex reasoning[9]. Early graph
neural network-based methods (e.g., the heterogeneous graph reasoning network by
Wang et al.[10]) capture cross-sentence dependencies but rely heavily on static syntac-
tic parsing, making them susceptible to error propagation. Recently, Transformer-based
architectures have become mainstream. Zhou et al.[11] introduced adaptive thresholds
and localized context pooling. Liu et al.[12] explicitly injected syntactic structures to
guide the attention mechanism. Although performing excellently on general datasets,
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these methods often struggle to aggregate scattered cross-paragraph clues in Chinese
CTI reports due to lacking specific designs for fragmented semantics.

Furthermore, document-level relation extraction generally faces severe class imbal-
ance, where negative samples of irrelevant relations far outnumber positive ones. To
this end, Tan et al.[13] combined an adaptive focal loss to effectively mitigate the neg-
ative impact of long-tail distributions on model training. Loss function optimization or
data augmentation has become a key direction for solving this problem[14]. Our pro-
posed RoGloRE framework draws on these ideas, introducing a class-imbalance-aware
adaptive decoding strategy to address relation sparsity in CTI data.

2.2 CTI Relation Extraction Techniques

CTI information extraction aims to identify attack entities and their associations from
unstructured reports[15]. Compared to general domains, CTI texts are replete with nu-
merous professional terms (e.g., CVE numbers) and complex nested descriptions. Early
regular expression matching methods struggle with unknown threats, whereas deep
learning models have become mainstream recently. For instance, the KnowCTI frame-
work by Wang et al.[16] introduces external knowledge to enhance entity representa-
tions. Targeting the Chinese context, Zhou et al.[7] constructed the CDTier dataset and
highlighted cross-paragraph extraction challenges. Liu et al.[17] and Wang et al.[ 18]
explored end-to-end joint extraction to optimize multi-task performance.

Furthermore, traditional sequence labeling models struggle to effectively address
prevalent nested entities within CTI reports. The GlobalPointer model by Su et al.[19]
transforms entity recognition into a matrix region classification problem and integrates
rotary position embedding[20] to achieve unified overlapping entity parsing. However,
most existing methods focus on introducing external knowledge or graph structures,
paying little attention to semantic fragmentation caused by high-entropy features (e.g.,
hash values). They also lack effective aggregation of fragmented cross-paragraph attack
clues. This is precisely the core research gap this paper aims to fill.

3 Methodology

3.1 Overall Framework Architecture

As Fig. 2 illustrates, we propose RoGloRE, an adaptive global-local joint extraction
framework addressing the non-linear distribution and semantic fragmentation of CTI
clues. To avoid traditional pipeline error propagation, it operates end-to-end via three
collaborative modules. First, the Representation Learning Module employs a RoPE-
enhanced RoBERTa encoder to inject adaptive spatial topology, constructing a long-
range context representation. Second, the Entity Recognition Module utilizes an entity-
type-decoupled GlobalPointer, applying 2D grid decoding to parallelly parse high-den-
sity nested entities and overcome 1D sequence labeling limitations. Finally, the Rela-
tion Extraction Module leverages a dual-stage attention mechanism to dynamically fuse
global spatial structures and local neighborhood features. Subsequently, a class-imbal-
ance-aware decoder outputs high-confidence triplets, transforming unstructured text
into structured threat intelligence graphs.
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Fig. 2. Overall Architecture of RoGloRE Integrating Rotary Position Embedding and Type-De-
coupled GlobalPointer.

3.2 The Recognition of Entities with Dynamic Awareness of Positions

Adaptive Rotary Position Embedding for High-Entropy Entities and Ultra-Long
Span Awareness. Original RoPE lacks security-domain topological adaptation, caus-
ing token fragmentation (via high-entropy entities) and long-range position noise (via
cross-paragraph clues) in CTI texts. To address this, we propose two domain-specific
RoPE correction mechanisms: token position compensation and loga-rithmic distance
scaling.

Token Position Compensation for High-Entropy Indicators of Compromise. Conven-
tional tokenizers often split high-entropy strings (e.g., MD5 hashes) into fragmented
subwords. Standard RoPE assigns them incrementally increasing rotation angles, caus-
ing severe intra-entity position shifts and disrupting seman-tic integrity. We introduce
mean pooling to recalibrate position offsets, anchor-ing scattered subwords as a unified
semantic entity. The formulation is:

Plww;] = Zk i Pk (1)

Here, py is the original position index for subword k, while w; and w; are the enti-
ty's start and end indices. This correction term eliminates relative distance variance
caused by subword tokenization, ensuring intra-entity vector space continuity and en-
hancing the model's perception of long-span security entities.

Logarithmic Distance Scaling for Long-Span Attack Chains. Chinese CTI reports often
contain detailed long-text forensic descriptions, where key entities (e.g., attack clues,
damage conclusions) span multiple paragraphs, causing extremely large inter-entity rel-
ative distances. In standard relative position encoding, directly using excessively large
original distance indices m in rotation matrix calculations causes violent distant-region
position embedding fluctuations and significant noise, leading to long-range attention
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weight decay. To address the long-tail inter-entity distance distribution in CTI, we de-
sign a logarithmic smoothing mechanism. Specifically, a piecewise continuous spatial
mapping function compresses the long-range relative position index into 7i:

2

o {m; if [m| < Limax
Sgn(m) X (Lmax + lOg (lml - Lmax + 1))' if |m| > Lmax

We empirically set the threshold L,,,,, = 512, as over 98% of valid associated entity
pairs in real-world CTI corpora (e.g., CDTier) fall within this token distance. This
piecewise mechanism balances local and global feature extraction. For relative distance
|m| < Ljax, the mapping remains linear to accurately capture local syntactic struc-
tures. When |m| > L4, the logarithmic term suppresses distance value inflation,
smoothly compressing long spans into a compact interval. This prevents outlier-in-
duced position space sparsification, enabling the model to stably capture distant frag-
mented attack clues in long texts and overcome long-range sparsity.

Type-Decoupled GlobalPointer. In CTI texts, the original GlobalPointer's parameter-
sharing mechanism causes cross-category feature interference in dense nested entity
regions. To address boundary ambiguity, we propose a Type-Decoupled GlobalPointer,
which introduces representation decoupling to construct independent feature projection
subspaces for each of the K target entity categories. This isolates category-specific
boundary features, significantly reducing false positives in complex nested structures.
For the k-th category, the confidence score Sy (i, j) for an entity span from position i to
j is calculated as:

c o RiagTRjajx)
Sk@)) = de—k] -
€))

Here, R; and R; represent the rotation transformation matrices incorporating relative
position information at positions i and j, respectively. The terms q;; and q;; denote
the category-specific feature vectors generated at the start and end positions, i and j,
for the k-th entity category. The variable dj, is the dimension of these feature vectors,
and \/d_k serves as a scaling factor to prevent gradient anomalies caused by excessively
large inner product values.

During 2D grid decoding, the vast majority of coordinate points correspond to non-
entity spans. This causes a severe class imbalance problem, where the number of posi-
tive samples is O(N) while the number of negative samples reaches O(N?2). To address
this issue, we introduce a generalized cross-entropy loss function. The loss function
L, ., for a specific entity category k is defined as:

Lyer =10g (1+ X jyer, € kD) +1og (14 i jyen, e5)) )

Here, P, and V), denote the ground-truth positive and negative span sets, respec-
tively. This loss function globally balances positive and negative gradients and inher-
ently mines hard negatives. Since the negative sample confidence score Sy (i, j) resides
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in the exponential term, backpropagation assigns larger penalty weights to high-scoring
negative spans (typically easily confused hard negatives). This adaptive optimization
effectively drives the model to distinguish subtle entity boundary differences during
training.

3.3 Global-Local Adaptive Relation Extraction Network

Global Vision: Relative Space-Aware Attention. To enhance long-range structural
context perception, we propose a global attention mechanism incorporating dynamic
relative position encoding. For a target entity pair (E, E;), their relative text distance
is A = pos(E,) — pos(E;). To capture entity span directionality and features, sine and
cosine functions construct the relative position embedding Py :

@i _ . A 2041 _ A
Fy"" =sin (100002i/d)’ A =COS (100002i/d ®)

Here, i is the dimension index and d is the total encoding dimension. Subsequently,
the input hidden state sequence H, the entity type embedding E,,., and the generated

relative position embedding P, are concatenated along the feature dimension and pro-
jected into the Query space via a learnable weight matrix WgQ, thereby guiding the
global Multi-Head Attention calculation:

Hy = MultiHead(Qg, K;, V), Qg = [H; Eype; PAIW,’ (6)

Here, Hy is the feature of relations at a global level for the output. By explicitly en-
coding the prior of relative positions into the vector of queries, the weights of attention
can be adaptively adjusted based on the span in space between entities. This mechanism
effectively alleviates the problem of the dispersion of attention caused by the sparsity
of features in texts that are long and improves the accuracy for the capture of relations
between entities in contexts that are complex.

Local Vision: Entity Interaction Feature Extraction. During high-dimensional fea-
ture aggregation, fine-grained entity-pair semantic details are easily diluted. To address
this, we introduce Local Entity-Aware Attention, guiding the model to refocus on the
local context of target entities. Specifically, average pooling the hidden states of the
head (Ej.qq) and tail (Ey,;;) entities yields entity vectors v, and v,. These are concate-
nated and linearly mapped to form a local query vector Q.. Finally, attention is com-
puted using the base hidden state sequence H as keys/values:

Qioc = [vns vt]WL' H, = Attention(Qyo, H, H) (7

Here, WqL is a matrix of projection that is learnable, and H, represents the features
of context at a local level that are extracted. Following this, we design a mechanism for
adaptive gating to dynamically fuse the features at a global level H, and the features at

a local level H,:

hpair =1 Hg +(1-2)-H,A= O-(W}.[Hg;He]) )]
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Here, W, is the matrix of weights of the network for gating, and ¢ is the function of
activation of Sigmoid. Through the coefficient for gating A, this mechanism adaptively
allocates the weights for information of topology at a global level and features of neigh-
borhoods at a local level. The resulting representation of relations that is joint by
directly serves as the input for the module for decoding downstream.

3.4  Adaptive Decoding Aware of Imbalances in Classes

To alleviate the decision boundary shift caused by the extreme class imbalance in CTI
datasets, this paper designs an adaptive optimization strategy. First, the joint relation
representation hy,q;, is mapped to the relation category space to calculate the probabil-
ity distribution P (r|hyg;-), and the maximum a pos-teriori prediction y,,.q is output:

P(rlhpair) = Softmax(W.; - hpair + brer) )

Vpred = argmaX(P(rlhpair)) (10)

Here, W,..; and b,; are the parameters of the projection layer. Furthermore, to pre-
vent the gradients of sparse categories in the long-tail distribution from being over-
whelmed by majority categories, this paper introduces a dynamic re-weighting loss
function based on Focal Loss:

Lye=—-21 Iy =1t) - a,(1 - pe)'log (py) (11)

Here, K is the total relation count (including NA), y is the ground-truth label, and p,
is the predicted probability for category t. This function optimizes via two mechanisms:
at the sample level, a decay factor (1 — p;)¥ down-weights easy, high-confidence sam-
ples to focus on hard ones; at the category level, a balancing parameter a, provides an
adaptive weight inversely proportional to training frequency. This dual dynamic
weighting effectively corrects extreme class imbalance, improving long-tail relation re-
call.

4 Experiments

To verify the effectiveness of the framework of RoGloRE in scenarios of CTI in Chi-
nese, experiments were conducted based on the dataset of CDTier. CDTier is the first
dataset of CTI in Chinese that is publicly annotated, and multiple works of research that
are recent have conducted experiments based on this dataset[7, 23, 24]. CDTier con-
tains:

— Subset for the extraction of entities: 100 reports, 3,744 sentences of threats, and
4,259 entities that are annotated. (attacker, tool, industry, region, etc.)

— Subset for the extraction of relations: 2,598 sentences and 2,562 triplets, covering
11 types of relations such as uses, target at, etc.

The dataset features characteristics that are complex such as terminology of mixed
Chinese and English and entities with long spans, making it highly challenging. The
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partitioning of data is performed using sampling that is stratified at a ratio of 8:1:1
(training/validation/testing).

Table 1. Comparison of RoGloRE with Baseline Models on Entity Recognition Performance.

Model P R F1
ConsistNER[21] 60.28% 63.00% 61.61%
LLM-TIKG[22] 83.78% 50.69% 63.17%
BERT+LSTM[7] 51.11% 61.50% 55.82%

BERT+BiLSTM[7] 58.83% 75.79% 66.24%

BERT+BiLSTM+CRF[7] 69.25% 75.79% 72.37%
BERT+BiLSTM+GRU+CRF[7] 69.25% 79.18% 77.95%
RoGloRE(Ours) 86.67% 88.15% 87.40%

4.1  Setup for Experiments and Metrics

All models are implemented based on the framework of PyTorch in an environment of
GPU of NVIDIA RTX 4090. The optimizer of AdamW is employed with a rate of
learning that is initial of 3e-5 and a size of batches of 8. A strategy for stopping early is
controlled based on the score of F1 on the set for validation to prevent overfitting. The
metrics for evaluation are Precision (P), Recall (R), and the score of F1.

4.2  Recognition of Entities

Table 2. Performance Comparison on Long Threat Entity Recognition.

Model P R F1
BERT+BiLSTM+CRF 72.21% 61.72% 66.55%
BERTH+BIiLSTM+GRU+CRF  74.62% 65.56%  69.80%
RoGIloRE(Ours) 86.24% 85.47% 85.85%

To evaluate RoGloRE in entity recognition, we compare it with classic BERT-centric
sequence labeling networks, ConsistNER[21] which emphasizes prediction con-
sistency, and LLM-TIKG[22] which integrates large language model features. As Table
1. shows, RoGloRE's F1-score outperforms the best baseline by 9.45%. Specifically,
although ConsistNER and LLM-TIKG introduce novel feature fusion paradigms, when
processing highly specialized, long-span, and structurally complex CTI entities in the
CDTier dataset, they are highly prone to entity truncation or localization deviation due
to the lack of an explicit fine-grained span boundary modeling mechanism. In contrast,
RoGIloRE utilizes rotary position encoding to enhance long-range dependency percep-
tion and synergizes with global GlobalPointer decoding to accurately delineate com-
plex boundaries. This achieves a high precision-recall balance in long and cross-sen-
tence scenarios, significantly boosting overall robustness.
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Fig. 3. Performance Comparison of RoGloRE and Various Baseline Models on Entity Recogni-
tion for Five Categories of Chinese Threat Intelligence.

Figure 3 shows RoGloRE achieves excellent recognition across five threat entity
categories. Significant improvements in Attacker and Attack Activity verify its ad-
vantages in handling nested, complex, and long-distance entities, while Industry and
Region remain stable. Although Tool metrics slightly trail the optimal baseline, likely
because short spans and sparse context limit RoPE, RoGloRE demonstrates strong
adaptability and generalization across diverse entities.
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Fig. 4. Ablation Study of the Entity Recognition Module Incorporating RoPE and Type-Decou-
pled GlobalPointer.

To investigate the contributions of the base encoder and entity recognition modules,
we conducted ablation experiments (Fig. 4). The category-decoupled global pointer
network plays a core role; its removal drops the F1-score by 8.1%, verifying its effec-
tiveness in handling overlapping, nested, and complex entities within the 2D grid de-
coding space. Furthermore, stripping rotary position encoding causes a 5.8% perfor-
mance drop, confirming that explicit relative position information enhances long-dis-
tance entity dependency perception. Removing multi-head self-attention from the base
encoder yields a 6.6% decrease, indicating that global context semantic capture by the
base language model is an indispensable prerequisite. Ultimately, the entity recognition
performance improvement primarily stems from the effective synergy between dy-
namic base position perception and upper-level global decoding strategies.
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Fig. 5. Qualitative Comparison of RoGloRE and Baseline Models in Correcting Long Entity
Boundary Truncation Errors and Preserving Semantic Integrity.

To further evaluate long entity recognition, we utilized a large language model to
generate variant sentences with complex, long threat entities, strictly preserving CTI
attack scenarios and semantics. To ensure evaluation objectivity and prevent data leak-
age, these manually reviewed samples formed an independent long-entity challenge test
set. As Table 2 shows, RoGloRE's F1-score exceeds the optimal baseline by 16%, with
substantial simultaneous improvements in precision and recall. This performance leap
primarily stems from two-stage attention and position compensation mechanisms, ena-
bling stable capture of deep, cross-sentence, and long-range entity features. This
demonstrates exceptional generalization and robustness in complex CTI contexts. Fur-
thermore (Fig. 5), RoGloRE more precisely delineates long threat boundaries and entity
types than baselines, effectively reducing false positive and negative rates.

4.3  Relation Extraction

To verify RoGloRE's effectiveness in cross-sentence dependency handling and long-
distance relation modeling in CTI texts, we conducted a comprehensive baseline com-
parison (Fig. 6). Traditional deep learning models suffer from finite context windows
or static syntax parsing error propagation, yielding generally low accuracy. Pre-trained
BERT increases accuracy to 89.4% but remains insufficient for long documents.
ATLOP[11], introducing document-level features, and KnowPrompt[25], integrating
prompt learning, further improve recognition performance. However, lacking explicit
relative position compensation for cross-sentence entities, they remain prone to local
semantic decay and feature loss when processing highly fragmented, extremely large-
span CTI threat relations. In contrast, RoGloRE leverages rotary position encoding to
effectively strengthen long-distance dependency perception. Although KnowPrompt
performs adequately on the single accuracy metric, RoGloRE achieves 93.3% precision
and 95.5% recall, comprehensively surpassing cutting-edge baselines and fully verify-
ing its outstanding robustness in complex long-distance relation reasoning.
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Fig. 6. Comparative performance analysis of RoGloRE against existing baseline models on re-
lation extraction tasks.

Regarding the efficiency-performance balance, although RoGloRE infers slightly
slower than BERT due to the additional computational overhead of the global pointer
and dual-stage attention mechanisms, it trades this marginal time sacrifice for compre-
hensive precision and recall advantages. As the radar chart (Fig. 6(d)) illustrates,
RoGIloRE achieves a superior efficiency-performance balance, fully satisfying the real-
time requirements of most CTI applications.

To analyze RoGloRE's performance improvement in relation extraction, we con-
ducted an ablation study on its core components (Fig. 7). The dual-stage attention
mechanism is most critical; its removal drops accuracy by 7.3%, confirming that global
and local semantic fusion is essential for integrating fragmented clues across different
CTI report paragraphs. Furthermore, removing the adaptive optimization strategy re-
duces accuracy by 5.5%. This verifies that for extreme long-tail CTI data distributions,
dynamically adjusting loss weights via Focal Loss and category frequencies corrects
majority-class decision boundary bias, enhancing sparse attack relation identification.
Finally, removing both core modules causes substantial performance degradation,
demonstrating their deep synergy—rather than linear superposition—in ensuring model
robustness.

(a) Performance Waterfall (b) Performance Degradation Trend (c) Component Importance Ranking
(Component Removal Impact) (All Metrics) (Ordered by Impact)

w/o Dual Attention|

Accuracy Drop (%)

Acc: 0.876
w/o Adaptive Decoding|

0.825 0.850 0.875 0.900 0.925 0.950 0- oy
Accuracy A

Fig. 7. Ablation Study on the Relation Extraction Module: Evaluating the Contribution of Dual
Attention and Adaptive Decoding.
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4.4  Analysis of Scalability and Robustness

To evaluate the reliability and adaptability of the model in practical application envi-
ronments, we evaluate RoGloRE from the dimensions of data efficiency, computational
resource overhead, and cross-domain generalization capability.
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Fig. 8. Comparison of Data Efficiency and Learning Performance across Different Model Ar-
chitectures in Low-Resource Scenarios.

To address the scarcity of annotated CTI data, we evaluate the model in low-resource
environments. Figure 8(a) shows that RoGloRE requires only 25% of the training data
to achieve an Fl-score of 80%, whereas the BERT+BiLSTM+CREF baseline requires
the full dataset. Furthermore, the learning efficiency of RoGloRE reaches 0.4253 (Fig.
8(b)), which outperforms the score of 0.3505 of the baseline. This rapid capture of key
features from limited samples demonstrates strong cold-start capabilities, effectively
reducing the reliance on massive expert annotations during deployment.
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Fig. 9. Comprehensive Comparison of Model Accuracy, Inference Speed, and Computational
Cost.

Regarding computational resources and deployment feasibility, fig. 9(a) demon-
strates the accuracy-inference speed trade-off across models. RoGloRE occupies the
optimal upper-left region, maintaining excellent accuracy and highly competitive infer-
ence latency. Conversely, despite high accuracy, ATLOP and KnowPrompt exhibit
sharply increasing inference times (>10,000 ms/sentence), restricting practical applica-
tion efficiency. Furthermore, resource overhead analysis (Fig. 9(b)) shows RoGloRE's
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parameter count and GPU memory consumption match mainstream pre-trained base-
lines. This proves the model achieves a significant performance leap through high ar-
chitectural efficiency rather than parameter expansion. Consequently, RoGloRE exhib-
its excellent deployability on mainstream GPU hardware, satisfying strict computa-
tional constraints for real-time threat intelligence analysis.

To verify RoGloRE avoids overfitting CTI data, we evaluated its entity extraction
submodule on four general Chinese NER datasets: OntoNotes 4.0, MSRA, Resume,
and Weibo. Table 3 shows robust performance, marginally inferior only to the general-
domain state-of-the-art W2NER[26]. This is because W2NER is optimized for general
scenarios (e.g., news, social media) with balanced entity distributions. Conversely,
RoGIoRE is customized for the CTI domain; its category-decoupled global pointer net-
work targets complex nested and overlapping entities. Transferring this decoding mech-
anism without fine-tuning to general NER datasets featuring short, flat entities intro-
duces structural redundancy, causing slight performance degradation.

Nevertheless, RoGloRE's entity recognition module achieves F1 scores of 82.22%
and 95.23% on OntoNotes 4.0 and MSRA, respectively, remaining on par with ad-
vanced mainstream methods. This demonstrates its encoder and global pointer archi-
tecture successfully capture fundamental natural language semantics. By trading mar-
ginal general-scenario performance for substantial CTI domain advantages, the module
exhibits excellent cross-domain generalization and robustness, establishing a solid
foundation for complex threat relation extraction tasks.

Table 3. Cross-Dataset Performance Comparison.

OntoNotes4.0 MSRA Resume Weibo
P R F1 P R F1 P R F1 P R F1
Zhangetal[27] 7635 7156 7388 9357 9279 9318 9481 9411 9446  53.04 6225  58.79
Yan et al.[28] - 7243 - - 9274 - - 95.00 - - 58.17
Gui et al.[29] 76.40 7260 7445 9450 9293 9371 9537 9484 9511 5714 6667  59.92
Li et al.[30] - 81.82 - - 96.09 - - 95.86 - - 68.55
Maetal.[31] 83.41 8221 82.81 95.75 95.10 95.42 96.08 96.13 96.11 70.94 67.02 70.50
W?NER[26] 8231 8336 83.08 9612  96.08  96.10 9696 9635 9665  70.84 7387  72.32

RoGloRE(ours) 81.56 82.89 82.22 95.12 95.34 95.23 95.78 96.23 96.00 68.34 69.78 69.05

5 Conclusion

To address semantic fragmentation and complex nested entities in Chinese CTI texts,
we propose RoGloRE, an adaptive global-local relation extraction framework. For en-
tity extraction, adaptive rotary position embeddings and an entity-type-decoupled
GlobalPointer overcome recognition difficulties caused by word segmentation frag-
mentation and complex long-span nesting. For relation extraction, a dual-stage atten-
tion mechanism dynamically fuses global spatial structures and local neighborhood fea-
tures. Combined with a class-imbalance-aware decoding strategy, this significantly en-
hances the capture of sparse, long-distance relations. Extensive experiments on the
CDTier dataset demonstrate our method surpasses mainstream baselines in overall per-
formance, exhibiting excellent robustness and practical engineering value regarding
cross-domain generalization, data efficiency, and inference latency. Future work will



RoGloRE: Joint Knowledge Extraction for Chinese CTI 15

explore few-shot learning via large pre-trained language models to reduce reliance on
high-quality annotations, extending RoGloRE to automated multilingual cybersecurity
knowledge graph construction.

Disclosure of Interests. The authors have no competing interests to declare that are relevant to
the content of this article.
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