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Abstract. With the rapid growth of intelligent wireless applications, secure task
offloading in mobile edge computing (MEC) systems has become increasingly
important. This paper investigates a UAV-assisted MEC framework in the
presence of potential eavesdroppers. A three-layer architecture consisting of
mobile users, UAV-mounted MEC servers, and cloud servers is developed to
support flexible edge computing services. To improve transmission security and
task continuity, a task segmentation strategy is introduced to divide large tasks
into smaller sub-tasks during user mobility. In addition, a differential privacy-
based distance perturbation mechanism is designed to conceal user location
information and reduce inference attacks. A joint optimization framework is
further proposed to determine task allocation and offloading decisions with the
objective of minimizing system delay while improving communication security.
Simulation results show that the proposed method effectively reduces privacy
leakage risk and improves secure task processing performance under dynamic
wireless conditions.

Keywords: Communication Security, Mobile Edge Computing, Data
Offloading, Wireless Communication.

1 Introduction

The rapid development of intelligent applications has greatly increased the demand for
low-latency and computation-intensive services [1]. Although cloud computing
provides strong processing capability, remote transmission often introduces excessive
delay and network congestion [2]. Mobile edge computing (MEC) addresses this issue
by enabling computation near end users [3,4].

Recently, UAV-assisted MEC systems have attracted significant attention because
UAVs can dynamically provide edge services in mobile or infrastructure-limited
environments [5-7]. However, wireless task transmission in UAV-assisted MEC
systems remains vulnerable to eavesdropping and privacy leakage [8-11]. Existing
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studies mainly improve security through interference control, trajectory optimization,
or resource allocation methods [12—15]. Some works also apply federated learning,
reinforcement learning, or blockchain techniques to improve offloading efficiency and
secure communication [16-20]. Nevertheless, user location privacy and stable task
execution under mobility are still insufficiently addressed.

To solve these issues, this paper proposes a secure task offloading mechanism for
UAV-assisted MEC systems. First, computation tasks are divided into multiple
partitions to support continuous execution during user mobility. Second, a differential
privacy-based distance perturbation strategy is introduced to protect user location
information during task offloading. Finally, a joint optimization framework is
developed to reduce system delay while improving communication security. The main
contributions are summarized as follows:

e A segmented task offloading mechanism is proposed for mobile UAV-assisted
MEC systems.

e A differential privacy-based distance perturbation method is designed to
protect user location privacy.

e A joint optimization model is developed to improve both transmission security
and task processing efficiency.

2 Related work

Secure transmission and privacy protection in MEC systems have been widely studied
in recent years. Existing works mainly focus on physical-layer security, intelligent task
offloading, and privacy-preserving communication.

Several studies improve communication security through cooperative interference,
UAV trajectory optimization, and transmission power control [12—15]. Although these
methods enhance resistance against eavesdropping, they may introduce additional
system overhead. Other studies investigate task offloading optimization using
reinforcement learning, Markov decision processes, and resource scheduling strategies
[16-20]. Meanwhile, federated learning, blockchain, and differential privacy
techniques have also been introduced to reduce privacy leakage risks. However, most
existing approaches mainly emphasize latency or energy efficiency while paying
limited attention to location privacy in dynamic UAV-assisted MEC environments.

Different from previous studies, this paper jointly considers secure communication,
user mobility, and location privacy protection. By combining task segmentation with
differential privacy-based distance perturbation, the proposed method improves secure
task execution while reducing user privacy leakage risks.

3 System Model

Multiple wireless access nodes are distributed around mobile users in the considered
MEC environment. Fig. 1 presents the architecture of the proposed UAV-assisted MEC
system. As the user begins to move, their position changes when they move to the next
location, and the coverage range of edge servers around the user is also limited due to
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the range of the drone, resulting in an inability to guarantee the quality of service
provided. Meanwhile, wireless transmission may suffer from eavesdropping and
privacy leakage risks.
3.1  System Model

The proposed framework considers mobile users generating computation-intensive
tasks within UAV-assisted MEC coverage areas.

Fig. 1 illustrates the overall architecture of the considered UAV-assisted MEC
framework. The considered MEC architecture consists of three collaborative layers,
namely the cloud layer, the edge cloud layer composed of drones equipped with MEC
servers, and the user layer. The user layer contains mobile users together with potential
eavesdroppers. The user mobility trajectory is represented by a sequence of connected

path segments, which represent {ll,lz,...ln} through the set L . Adjacent

communication regions are considered independent with limited overlap. The
communication coverage radius is denoted by 7 , and there exists a set of radii
R ={r1,r2,...,rn} , where drones equipped with MEC servers with computing and
storage capabilities are placed in each small unit. Each communication region is
assumed to contain one UAV-mounted MEC server, so there exists a set
N={n1,n2,...,nn} representing the MEC server and M={ml,m2,...,mm}
representing the ground user group.

Mobile users continuously generate computation tasks during movement. Since user
tasks have different computational requirements, we use U, to represent the task size

of user k, §, to represent the input data bit size of task calculation, and W, denotes the

required CPU cycles for task execution, W, = @*s, where @ is determined by the
computational complexity of the user task.
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Fig. 1. System model.
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We represent the computing power of local users as f; , the total computing power

of MEC servers as C, where fj represents the computing power allocated by edge

server j to local users themselves. Therefore, for the computing task u, of mobile

users, the processing time locally is V% , and the processing time on edge servers is
i

To improve transmission reliability and execution continuity, each computation task
is divided into multiple smaller partitions. Individual partitions can either be processed
locally or offloaded to the current MEC server. If communication interruption occurs
because the user moves outside the coverage region, only the unfinished partition
requires retransmission instead of restarting the entire task. At the same time, each task
partition can choose to process tasks locally or uninstall them to the current MEC server
for processing. In this paper, if the task execution process is interrupted because the
user moves out of the communication coverage area, you do not need to re-upload the
calculation task, you only need to re-partition the interrupted task, and then continue to
upload the re-partitioned task. This article considers that if the size of each task unit is
I, bits, then the total number of partition blocks for the mobile user's task is

s .

N, = ’71—‘| (Take the upper limit).
0

3.2 Offloading Model

When a user moves to change location, they may be covered within the range of
different MEC servers. Direct server selection may lead to communication congestion
and unbalanced resource utilization. To reduce offloading latency and improve resource
utilization, we need to consider how to choose a suitable MEC server for users to
offload tasks. We assume that the task upload rate has a maximum value R, which

is limited by bandwidth. If the maximum uplink rate assigned to user I is 7;, then 7,
can be obtained as follows:

h.
. =Blog2[1+pk52”k) (1)

Among them, hl.’k represents the channel gain between ground mobile user k£ and
MEC server i, p, represents the transmission power of ground mobile user, B

represents the channel bandwidth, and & : represents noise. In the proposed framework,
Local execution is also allowed to reduce MEC workload. Due to the mobility of users
and the distance between users and MEC, security issues have also become prominent.

We consider 7, representing the queuing delay of computing tasks on the MEC

server, and 7, representing the communication delay from ground users to the MEC
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Server:
T,=pZ )

Among them, Z ) represents the distance from the i -th ground user to the j -th
MEC server (i.e. the distance Z " after disturbance in the subsequent 3.4.). We assume
that if the task does not choose to unload to a nearby MEC server, 7, is 0.

3.3  Task Segmentation

Considering user mobility and task complexity, computation tasks are divided into
multiple partitions. When a mobile user enters a communication region of unit /_, the

time that the mobile user stays in that unit can be calculated first:

T,== 3)

where y, represents the speed at which the mobile user moves within that unit.

Accordingly, the maximum local execution delay can be estimated as:

a)N 'max[
T, =lop, = ——oen’0 (4)
v /i

Due to the limited number of task partition blocks that users can offload to the MEC

server for processing, Nqoﬁ.,max represents the maximum number of task partition

blocks that can be offloaded in a unit. Its value is determined by the duration of stay in
the unit, channel conditions, and the computing power of the MEC server. In this article,
we consider using the average uplink rate of all ground users in the unit to represent the
data transmission rate in the unit:

. ZLZBlogz[Hp"é;"j )

i=1

Meanwhile, we consider calculating the average computing power of all MEC
servers in the unit using the following equation:

1<,
n= 2 (©)
Jj=1

Due to changes in the coverage range of MEC servers during user movement, in
order to avoid interruptions during task execution, the execution time of unloading to
MEC servers cannot exceed the maximum time the user stays in the unit. Therefore, we
can derive constraint conditions:
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N I, N 1
qoff ,max* 0 + qoff ,max* 0 <T (7)

]/'1 fm — 7 max

From the previous settings in this article, it can be concluded that the total number
of task partitions calculated includes the maximum number that local devices can
execute and the total number of task partitions offloaded to MEC servers for execution.
Therefore:

N, .. .=N,

g,max qloc,max

+ Nqoﬁ,max (8)

We have set an adjustment factor ¢ , pe [0’1] ,which depends on the quality of the

channel and the workload of the unit. When the channel quality of the user's unit is
worse or the communication load is larger, the value of ¢ is smaller. Therefore, we

can determine the number of task partition blocks that can be completed in the unit:
Ny =[N | ©)
We can obtain the pre assigned set of tasks in each unit, represented as:
1 2
N, ={N}.N}...} (10)

3.4  Security Policy

Let Z denote the actual distance between a mobile user and the MEC server. meanwhile

the perturbed distance is Z*. We let Z_, represent the maximum coverage radius of

max

the MEC server, Z, and Z, represent the upper and lower bounds of the range of the
user's perturbed distance, respectively, AZ =2, ~Z,,Z, < Z, ,Z,,Z, € [0, Zmax] .

After defining the perturbation interval, a differential privacy mechanism is
introduced to interfere with the distance of the ground mobile user to the MEC. Direct
application of Laplace perturbation in MEC task offloading is challenging due to the
constrained transmission distance in wireless environments. To guarantee probability
normalization within the perturbation interval, we have designed a Probability Density
Function (PDF), which is:

on-z) _0(2y-z)

g\z*—z\‘eTﬂ’ IY;
Pdf (2*(2)=15,7¢ ~ w2z ifz*€lz,,2,] (11

0 otherwise

The perturbation process masks the actual user location information. Since task
offloading is performed based on the perturbed distance, eavesdroppers can only infer
a distorted user location from the offloading ratio. The inherent randomness of
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differential privacy further prevents accurate location inference, thereby protecting user
data privacy.

To balance privacy protection and communication efficiency, the perturbation
interval is dynamically adjusted according to wireless channel conditions and user
privacy requirements. A larger perturbation range provides stronger location privacy
but may increase transmission overhead and task latency. Therefore, the proposed
mechanism selects an adaptive perturbation interval to achieve a tradeoff between
communication performance and privacy preservation..

KL divergence is adopted to evaluate the similarity between real and perturbed
distance distributions and those who do not when the true distance between the user

and the MEC server is Z . Assuming that QO (Z *|Z ) represents the probability
distribution of users unloading tasks at the true distance without privacy protection
mechanisms, and P (Z ’ |Z ) represents the probability distribution of users perturbing

at the true distance with privacy protection mechanisms, the degree of fit between the
two is:

2 o(z'|z) .
Dy (Pl0)=[, 0(2 *|Z)1°gmdz (12)
According to the KL divergence property, we can conclude that if the value of

Dy, (P”Q) is smaller, the degree of fit is higher, a higher probability of leakage of

true distance information between users and MEC servers, and a lower degree of
protection for user privacy data. Therefore, if we assume that the true distance between
the ground mobile user and the MEC is Z , the degree of data information leakage of
the ground mobile user can be expressed as the opposite of the above equation:

z 0(z’|z) .
rz,, :_Iz. 0(z *|Z)1ogmd (13)

In summary, this article mainly provides a new differential privacy based denoising
method for the true distance between ground users and MEC servers, in order to protect
the privacy of user data information. However, before unloading tasks based on this
false distance, we need to determine the specific values of Z,, Z,.

In this article, in order to protect user data information while minimizing energy
consumption and latency during task offloading, users in each MEC system should
adaptively add noise based on their wireless channel situation with the MEC server,
thereby perturbing the true distance. When channel quality becomes stable, in most
cases, the false distance formed after interference will be relatively close. Offloading
strategies are determined according to perturbed distance information can ground users
ensure that they will offload more tasks to MEC servers, thereby reducing their resource
consumption in real locations. Similarly, to ensure the utility of the task offloading
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decisions made by ground users based on the false distance 7", we maximize the utility
when false distance Z* = Z . Therefore, in this article, it is necessary to ensure that the
false distance Z" lies on the left and right sides that are close to the true distance Z ,
in order to obtain the disturbance range Z, < Z < Z, . Moreover, the closer Z, , Z,
and Z are, the better the effectiveness of the task unloading decision under the false
distance.

Overall, when the range AZ between Z, and Z, is reduced, although task
offloading decisions based on false distances can reduce the user's energy consumption
and latency at the real distance, the program that leaks user information and data privacy
will increase. To balance privacy preservation and communication efficiency, the
perturbation interval is adaptively adjusted according to user privacy requirements and
wireless channel conditions. Larger perturbation ranges provide stronger privacy
protection but may increase transmission overhead and task latency.

We use the formula to adjust the disturbance range as follows:

minE+D+0O-PZ (14)

2152,

Among them, E is the user's energy consumption, D is the user's computational
delay cost, and O, as an influencing element, it shows the degree of importance that
ground users attach to their data information leakage. The more privacy is valued, the
greater O, and vice versa.

4 Problem Formulation

The overall system delay mainly includes: (1) the time for ground users to upload the
required offloading tasks; (2) Communication latency after applying security policies;
(3) The time it takes for the MEC server to process the completed task data. The

offloading ratio is defined as & , & € [0, 1] . When a =0, all task data partition blocks
are processed and calculated locally. Otherwise, all data needs to be unloaded to the
MEC server for processing and calculation.

In the previous section 3.2. setting, the maximum uplink rate of user [ 1is 7 .

Therefore, the transmission delay for all offloading tasks that ground mobile users need
to complete within their respective units is:

aN I
T, —_ a0 (15)

4l

The binary decision variable is defined as X, ;, € [0,1] , where X, =1 represents
ground user k unloading data, and vice versa represents task processing performed

locally. Accordingly, the offloading strategy is represented as X, = (xl,k 25X gseees X i ) ,
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and %xﬁk =1 Define the task partition block offloading selection variable as

Yk € {0,1} , where YV, = 0 indicates that the user chooses not to offload the task

partition block to the J -th MEC server. Otherwise, they choose to offload to the J -th
MEC server. Because the MEC selection strategy is represented as

Ve = (yl,k’yz,k>""yn,k ) , and Zyj’]‘ =1 .
JjeN
Thus, the time for processing task partition blocks locally can be expressed as:
_ waN I,

L

When the user moves within their unit, the time it takes to offload a block of data to
the MEC server for processing can be expressed as:

(16)

_ waN I,
)

Based on the delay analysis above, we can obtain the total delay function of the entire
unloading process of the task partition block:

(17

T =T +T +T1 +T, (18)
The task completion delay is defined as 7} :
T; =max{7},];} (19)

The problem of minimizing delay can be expressed as:

min7}; =minZZmax {1.T.}

ieM jeN
. Zz T;’yi,kTm +'xi,kT; + (20)
= min max
ieM jeN Vi + x50, T

The minimum time required for a ground mobile user to complete their compute
offload task is:

T, =min Y T; 21)
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5 Problem Solving

The optimization model can be formulated as a mixed-integer programming problem,
and we need to address issues such as task offloading decisions, offloading methods for
task partitioning blocks, and offloading rates. So in the solving process, The task

offloading strategy is initialized as x, = xZ , and the offloading strategy for the task

partition block is y, = y,t . This occurs because in section 3.4., the optimization for

user task offloading has already been solved. Therefore, this variable can be directly
inputted, and the optimization problem can be transformed into a convex optimization
problem about task offloading strategy. The function can be transformed:

T,y.. T +x T
f(a)zminzzmax{ 1 yt,k m xz,k c }

ieM jeN Y+ X, T
oaN 1, waN I aN I, (22)
) > Vik Xk
= min Z Z max f

75 "
ieM jeN

%
+yi,k71 + xi,kyi,kﬂ dlsk,j

We define g(a) and ,u(a)i

g(a)=y, wa}VqIO +,, a]\r]"lo + ., T +x,,, Brdis, (23)
) |
ﬂ(a)=%i% (24)
Then we can introduce:
min 3 ula) gle)<u(a)
M i Y Y g(a) e(a)>sla) @
S5

From the above equation, we can see that g(a ) and u(a ) are linear functions

about & , g(a) is a monotonically increasing function about & , and ﬂ(a) is a
monotonically decreasing function about & . Therefore, when the task offloading
strategy X, = x: and the offloading strategy y, = y; for the task partition block, we

can easily minimize the task execution time based on the task offloading ratio and task
offloading decision. Due to the limited number of MEC servers, we can traverse all
MEC servers and obtain the optimal solution through comparison.

Algorithm 1:
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Algorithm 1. Optimization Algorithm for Task Offloading Decision Using
Differential Privacy

1: Input: Z . , Z, Wireless channel condition B between ground and MEC server,
Task volume u, for ground users;
2: For each possible disturbance range interval [ZI,ZZ] : generate false position Z”

based on the true distance Z and the probability density function formula;

3: Task offloading decision based on false position Z* with the goal of minimizing
system cost under false position;

4: Find the appropriate disturbance range [Z1 ,Zz] to balance the system cost and data
information exposure at real distances;

5: For the final determined disturbance range [Zl*,Z;] , generate false distance 7~

based on the true distance Z and make the optimal task unloading decision x; ;

6: Output: x;:

6 Simulation

In this scheme, each edge server’s coverage area is divided according to the mobility
of ground users, and offloading tasks are partitioned accordingly. As shown in Fig. 2,
the number of pre-allocated task partitions within the coverage areas of the first three
edge servers decreases as user speed increases. This occurs because higher mobility
shortens the user residence time within a coverage area, thereby reducing the available
time for task offloading. Hence, the number of task partitions can be dynamically
adjusted to adapt to user mobility. This design also helps reduce eavesdropping and
attack risks, improving data transmission security.

Fig. 3 compares the user cost of the proposed scheme with two benchmark schemes
under ideal, moderate, and weak signal-strength conditions. Signal strength is measured
in dBm and decreases with propagation loss caused by distance and obstacles. In
general, values above —70 dBm indicate ideal signal strength, =70 dBm to —80 dBm
indicate moderate strength, and below —80 dBm indicate weak strength. The results
show that the proposed scheme achieves the lowest cost under all three network
conditions.
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Fig. 2. Effect of user movement speed on pre-assigned unload task blocks.

Fig. 4 shows that as the privacy leakage impact factor of ground mobile users
increases, the difference between the confusion ranges Z, and Z, also shows an

increasing trend. This occurs because as the impact factor increases, ground mobile
users are more inclined to prevent privacy and information leakage. Therefore, as the
value of the confusion range increases, the possibility of privacy and information
leakage decreases.

Fig. 5 shows the variation in privacy leakage under different privacy impact factors.
From the figure, it can be seen that as the impact factor of privacy leakage increases,
the degree of privacy disclosure decreases. This occurs because as the impact factor of
privacy disclosure increases, the difference between the confusion ranges 7, and Z,

also shows an increasing trend. When the confusion range is larger, the privacy
disclosure is smaller. Therefore, the possibility of ground mobile user information and
privacy being attacked and leaked is ultimately reduced, thereby improving the
information transmission security of the entire communication link.

In Fig. 6, the abscissa is the distance between the ground mobile user and the mobile
edge computing server. It can be seen from Fig. 6 that the difference between the
confusion range Z, and Z, is not obvious as the distance increases. This occurs

because although the larger the difference in the confusion interval, the lower the
likelihood of user information and privacy leakage, the resulting increase in the user's
own expenses. Therefore, we change the confusion interval by centering on the distance
between the ground mobile user and the mobile edge computing server, that is, when
the distance increases, 7 : and 7 5 both become larger at the same time with 7 as the

center, so that the difference between the confusion interval will not change
significantly, to maintain the equality of the relationship between user consumption and
privacy disclosure.
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Fig. 7 shows that the wireless channel condition deteriorates as the distance between
the ground mobile user and the MEC server increases. This is mainly due to longer LoS
transmission distance, higher path loss, and increased interference, which reduce
transmission efficiency. To improve data security and privacy, the proposed scheme
performs more computation locally, leading to a gradual increase in user computation
cost.

Fig. 8 illustrates the relationship between user—server distance and privacy leakage.
As the distance increases, privacy leakage first decreases and then becomes
approximately linear. This occurs because the proposed scheme balances privacy
protection and user cost by selecting an appropriate obfuscation distance. As the
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difference between the actual and perturbed distances stabilizes, the probability of
privacy leakage is reduced, ensuring secure data transmission.
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Fig. 7. Cost impact of distance between ground mobile users and edge computing server.
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Fig. 8. The influence of distance between ground mobile users and mobile edge computing
servers on the degree of user information privacy disclosure.

7 Conclusion

This paper studies secure task offloading in MEC systems under wireless environments
with eavesdroppers and malicious attackers. We propose a task partitioning strategy
that divides offloading tasks into smaller segments, enabling continuous processing
while reducing latency and mitigating interception risks. A three-layer architecture is
developed, including the ground layer, UAV-assisted edge cloud layer, and cloud layer.
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UAVs equipped with MEC servers provide flexible edge computing support, while both
legitimate users and potential eavesdroppers reside on the ground. To further enhance
security, a distance perturbation mechanism is introduced to obfuscate user location
information. By misleading adversaries and reducing information exposure, the
proposed approach effectively improves the security and reliability of the task
offloading process.
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