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Abstract. The widespread application of Quick Response (QR) Code urgently
necessitates enhancing their traceability and anti-counterfeiting capabilities.
However, traditional QR code-based watermark protection technology is suscep-
tible to interference during cross-media transmission. To address the above men-
tioned issue, this paper proposes a QR image watermark algorithm based on the
UNet++ network. First, leveraging the multi-angle and high-speed recognition
characteristics of QR codes, targeted improvements are made to the network
structure and training process, with dilated convolutions incorporated into the
encoder to enhance detail precision. Then, a refined local discrimination is
achieved through the integration of PatchGAN, continuously optimizing the wa-
termark embedding method to improve the imperceptibility of the watermark.
Finally, a distortion network mechanism is introduced during the training process
to simulate the environment of capturing QR codes from different angles, thereby
enhancing the robustness of the images. Experiments demonstrate that the pro-
posed method achieved PSNR and SSIM values of 36.27 dB and 0.978 respec-
tively, with better robustness and imperceptibility.

Keywords: Quick Response Code, Image Watermark, UNet++ Network, Deep
Learning.

1 Introduction

Quick Response (QR) code images [1] possess several remarkable features as carriers
for transmitting secret messages, including their strong error tolerance, fast recognition,
and wide range of delivery channels [2]. These characteristics make QR code images
ideal for message hiding and covert communication [3]. However, traditional QR codes
also face a significant challenge, the information embedded in QR codes is in plaintext,
which poses a security risk to a certain extent due to the openness of its encoding
method, which is not inherently forgery-proof and is susceptible to the risk of tampering
and information theft by attackers. Therefore, ensuring the security and reliability of
QR codes has become an urgent problem to be solved at present [4].

In addition to robustness and imperceptibility, QR code-based information hiding
also needs to have the function of not affecting the recognition of QR code [5]. A wa-
termark algorithm that can be effectively transmitted across media is a difficult point
in information hiding technology because it has very stringent requirements on



robustness. In 2011, Vongpradhip [6] proposed that QR Code is embedded with an
invisible watermark by using DCT for an information hiding within the group through
the QR Code image with invisible watermark. In 2020, Tancik [7] converted the infor-
mation into hyperlinks, and embedded the hyperlinks in the image using the UNet [8]
network, and through the screen or printing to extract the information, the method is
applied on color images with better results. Jia [9] designed a new distortion network
based on Tancik to simulate the process of camera imaging, the distortion network
adopts the idea of three-dimensional rendering, which is more flexible than the two-
dimensional perspective distortion in Tancik. In 2023, Fang [10] proposed a DCT based
watermarking method, the method uses Scale Invariant Feature Transform to defend
against perspective distortions introduced by the camera. In 2024, Du [11] proposed an
improved hybrid watermark optimization scheme,which took advantage of the multi-
level wavelet transform to embed watermark information in the fractional Fourier trans-
form domain by modifying the singular values of the image.

The existing watermarking techniques face challenges when dealing with the cross-
media transmission of QR codes embedded with watermarks, and robustness needs to
be further improved to better adapt to variable transmission environments. To address
the above mentioned issues, the major contributions of this work are as follows:

e The high-speed multi-angle recognition feature of the QR code is taken advantage
of, and targeted improvements are made to the UNet++ [12] network by incorporat-
ing dilated convolutions into the encoder in order to capture richer image infor-
mation.

e To improve the imperceptibility of the watermarks, we combined with PatchGAN
[13], which can perform fine local discrimination and continuously optimize water-
mark embedding.

e To improve the robustness of the image, a distortion network mechanism is intro-
duced during the training process to simulate the environment of shooting QR codes
at different angles.

2 Proposed method

2.1 Network Architecture

The QR image watermark traceability scheme is shown in Fig. 1, which contains 3 steps
of encoder, decoder distortion network and discriminators. The first is to preprocess the
watermark, that is, to generate a watermark code based on the watermark information,
and use the UNet++ network with added dilated convolution [14] to combine the wa-
termark information with the QR image to generate a watermarked image. Then the
next step is to put the image embedded with the watermark in the distortion network to
simulate the noise caused by shooting. Finally, the image enters the decoder after cross-
media transmission, and the decoder decodes the noisy image to extract the watermark
information in the QR code image.
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Fig. 1. Embedding and extraction system.

The goal of the encoder is to reconstruct a new image with an original image and a
hidden message, ensuring good quality for the reconstructed image. The input of the
encoder is a QR code image with embedded watermark information represented as a
binary string of N bits. Each neuron in the previous layer is connected through a fully
connected layer, and then up sampled to form a 400 x 400 tensor of the same size as
the input image. The watermark information image is entered into X' , as shown in

the figure. In the down sampling process, X' and X' are hollow convolutions. Hol-
low convolutions increase the receptive field to obtain multiscale pixel information
without increasing the amount of calculation and the number of parameters, so as to
avoid repeated pooling operations that cause the loss of image spatial information. This
paper introduces deep supervision, and adds a 1x1 convolution layer after each output
X%, X2, X", and X" of the first layer. The QR image otained by each deep su-
pervision subnetwork is compared with the original QR image to obtain the loss error
function and then back-propagated, which alleviates the problem of gradient disappear-
ance while accelerating the convergence speed.
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Fig. 2. Watermark embedding network.



The decoder receives the encoded image under distortion attack and is trained to
retrieve the hidden string. The entire decoding process consists of several key modules,
namely input, Spatial Transformer Network, convolutional network, flatten operation
Flatten, Dense, and the final decoded output. Among them, STN is a neural network
structure that can learn to perform spatial transformation on input data. It introduces a
spatial transformation module that can adaptively perform geometric transformations
on the input, such as rotation, scaling, and translation, thereby improving the model's
ability to process input data. The main function of the convolutional network is to ex-
tract high level features of the image. The black and white modules of the QR code
have obvious structured patterns. The convolutional layer can extract these features
layer by layer, from local edge information to global encoding patterns, to form a high-
dimensional feature representation. The multi-layer design of the convolutional net-
work enables the model to capture important information in the QR code and provide
support for subsequent decoding. The output of the convolutional network is a multi-
dimensional feature map, which needs to be converted into a one-dimensional vector
through a flattening operation to facilitate input into the fully connected layer. The fully
connected layer is responsible for mapping the extracted high-dimensional features to
the specific representation of the hidden information. It associates the features in the
QR code with its corresponding hidden information by learning nonlinear combina-
tions, and finally decodes the target information. Finally, the decoder outputs the hidden
watermark information.

GAN discriminators focus on the global image and only output a discrimination re-
sult value, thus ignoring the local part of the image. Therefore, PatchGAN is introduced
to evaluate the local area, which can better capture the details and local information of
the image.

2.2 Distortion Network

We establish a coordinate space to simplify the shooting of QR code perspective trans-
formation, QR code rotation of the rotation matrix by the three basic rotation matrix
composite, first of all, to generate the three matrices R, R, R, and the three Euler

angles 6 _, 9}, , 0

z 0

respectively, around the X, y, z axis of the rotation matrix,

R= RXRyRZ for the three-dimensional rotation matrix.
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6, =21is the semi-viewable angle at which exactly the whole image can be dis-

played, the distance d between the lens and the image is:
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R,, R, are compensation matrices that enable projection of the image to the imaging
plane:
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The new coordinates of the image are[x',)",z",1]" =[x, y,2z,1]R R, R, , and then the

three-dimensional rotation matrix is transformed to the plane, and by deleting the z-
axis, we can get u and v :

. ﬂx'&(l_ij ™)
z' 2 z'
v=fLJ,/+g[l—f—y'j ®)

f.and f are the focal lengths in the horizontal and vertical directions. The coordi-

nates of the new four corners of the image can be calculated using a perspective matrix,
which can simulate the perspective transformation in a shooting situation.

As shown in Fig 3, inaccuracies in the photographic process may lead to image blur-
ring, and a variety of noises are introduced during the imaging process. Firstly, in order



to simulate out of focus, a Gaussian blur kernel [15] is introduced in this paper and the
standard deviation is chosen to be sampled randomly between 1-3 pixels. Secondly, to
simulate motion blur, a random angle is sampled during model training and a linear blur
kernel with a width between 3-7 pixels is generated. In addition to that, in this paper,
Gaussian noise is used to add noise perturbation to the QR code image by adding a
noise tensor to the target tensor that conforms to a Gaussian distribution. The Gaussian
perturbation range used during model training is o ~ U[0,0.02] . Finally, the JPEG [16]

quality was randomly sampled in the range [30,100] during model training to resist the
loss of the image by the camera shot when the model was used.

[z
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s
Perspective . Gauss ian IPEG
Transformation Motion Blur Noise Compression

Fig. 3. Training process.

2.3 Loss Function

To evaluate the difference between the original image and the watermarked image in
the image, a loss function is introduced to evaluate the difference between the two im-
ages as well as the difference between the encoded and decoded information. The loss
functions include L, loss and LPIPS loss, which are used to effectively evaluate image

quality and information fidelity. The L, norm loss function minimizes the sum of
o) 0]

true pred »

squares of the difference between the estimated value y;! and the target value y

and regularizes the L, residual to obtain L, as the edge loss function of the image.
L. L _ i N (i) _ () \2 9
2 0SS = N z(ypred ytrue) ( )
i=1

LPIPS loss [17] is a perceptual loss function based on deep features. In LPIPS loss,
features are first extracted in the image layer and these features are unit-normalized in
the channel dimension. Then, the spatial average of these features is calculated and
summed by channel. Through LPIPS loss, the model can pay more attention to the im-
age quality perceived by the human eye, rather than just the pixel-level differences,
thereby improving the perceptual quality of the watermarked image.

L, loss produces blurry results on image generation problems. Although these losses

fail to encourage high frequency crispness, in many cases they nonetheless accurately
capture the low frequencies. The changes in the QR code are mainly concentrated in
the high frequency parts of its black and white areas, so we borrowed the design idea
of PatchGAN and built a discriminator architecture targeting these high-frequency
changes. This discriminator tries to classify if each N x N patch in an image is real or
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fake. We run this discriminator convolutationally across the image, averaging all re-
sponses to provide the ultimate output of L, .

Ly=-E,, wllogDX)]-E._, [log(1-D(G(2)))] (10)

The evaluation of the loss function is not only used to measure the difference be-
tween images, but also covers the extraction and recovery process of watermark infor-
mation. In this process, the Cross Entropy Information loss is used to quantify the dif-
ference between the extracted watermark information and the original watermark in-
formation, thereby providing guidance for the accuracy of the decoder in the watermark
recovery stage. The Cross Entropy loss ensures that the watermark information can be
accurately extracted by evaluating the deviation between the predicted value and the
true label. The Cross Entropy Information loss L,, is used to represent the difference

between the extracted watermark information and the original watermark information
to ensure the accuracy of the recovery process.

Ly ==2_log(y) (11)

The total loss during training is divided into four parts: L,loss( L, ), LPIPS(L, ),
message reconstruction loss for decoder training: Cross Entropy loss( L,, ) and L, loss.
The joint loss function of our approach is defined as

L= ) ZL (12)

i=R.P,D.M

When training the network, the loss weights 4,, 4,, and 1, are initially set to zero

and then increase linearly so that the decoder training can achieve a higher accuracy.
A, 1s set to 1, allowing 1 bit of information loss during model training to prevent over-

fitting.

3 Experiment and Discussion

3.1 Dataset and Experimental Setting

In this experiment of generating QR codes, Java language is used, modified on the basis
of ZXing [18] open source library, the error correction level of QR codes is set to Error
Correction Level. H, both width and height are 400, Version is 7. A total of 45000 black
and white QR images are generated for training and 5000 images are used for testing.

The watermark contains 100 bits of information, which is sufficient for the tracea-
bility scenario of QR codes. This amount of information is enough to meet the needs of
the application while minimizing the number of information bits, thereby reducing the
burden on data transmission.



The image size is set as 400. In phase 1, we train the model with a batch size of 16

and a total step of 20000. The learning rate is set as le”' with linear schedule. In phase
2, the learning rate is set as 1 and is fixed as constant. We train with a batch size of 16,
a total step of 30000, and negative samples of 16. The experiments are conducted on a
single RTX 3090 GPU.

3.2 Visual Quality Evaluation

Fig. 4. Comparison of original images and watermark images.

Fig. 4 provides a visual comparison of the watermark and original images. We com-
pared the performance of our model with several widely used networks, including
UNet++ and UNet. The average values of SSIM, Bit Accuracy, and PSNR over the test
set are summarized in Table 1. The results demonstrate a significant improvement in
image quality and watermark extraction performance, confirming the effectiveness of
our proposed network.

Table 1. Comparison with UNet and UNet++ model.

model SSIM PSNR Bit Accuracy
UNet 0.931 0.90 24.15
UNet++ 0.958 0.95 30.12
Ours 0.977 1 36.27

We compare with the existing advanced methods Tancik [7], Jia [9], and Fang [10].
As shown in Table 2, the PSNR value of our method can reach 36.27dB, indicating that
our method is superior to the other three methods in the visual quality of QR code im-
ages.
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3.3 Information Capacity on Visual Quality

To evaluate the impact of information capacity on visual quality, we retrained the model
to encode 50, 100 and 200 bits of information. Table 3 shows the image quality and
robustness test results at different capacities. By comparing the image performance un-
der different capacities, we find that the image quality and robustness have a significant
inverse relationship with the watermark embedding capacity. Specifically, as infor-
mation capacity increased, image quality decreased.

Table 2. Comparison of image visual quality.

Metric Tancik[7] Jia[9] Fang[10] Ours
SSIM 0.922 0.936 0.977 0.978
PSNR 28.30 28.60 35.50 36.27

Table 3. Different inform capacities.

Metric 50bits 100bits 200bits
SSIM 0.978 0.977 0.963
PSNR 36.84 36.27 3531
Bit Accuracy 1 1 0.95

To find an optimal balance between image quality, robustness and information ca-
pacity, we comprehensively considered the relative impact of the two. Through testing,
we found that 100 bits of information capacity can maintain good robustness while
ensuring the visual quality of the QR code, especially in the actual application of QR
code traceability, which is enough to carry the required amount of information. There-
fore, we chose 100 bits as the ideal capacity. This capacity can fully meet the needs for
the practical application of QR codes, especially in the field of traceability and infor-
mation tracking, without significantly affecting the recognition accuracy of the QR
code and user experience.

34 Robustness Evaluation

When QR codes are transmitted in multiple media, various noises are inevitably intro-
duced, such as shooting angle, camera sensor error, printing distortion, which can lead
to the degradation of image quality, thus affecting the recovery of image information
and the extraction of watermarking information. We will simulate different angles to
shoot the QR code after adding the watermark and compare it with the previous meth-
ods.

We use 3D rotation matrix to restore the perspective rotated QR code when the im-
age will inevitably lose part of the information, the larger the angle of rotation of the
QR code image, the more information is lost, the image is restored, the left and right
side of the image will appear blank image area, as shown in Fig. 5.
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Fig. 5. Simulated and corrected images taken from different angles. (d) is the simulated frontal
shot of the QR code image, (a) (b) (c) is the image of the QR code rotated to the left by 45°,
30°, 15° respectively, (e) (f) (g) is the image of the QR code rotated to the right by 15°, 30°,
45° respectively.

Table 4. Accuracy of watermark image recovery from different angles.

Model Left45 Left30 Leftl5 0 Rightl5  Right30  Right45
Tancik[7] 97.3% 99.3% 99.5% 100% 98.4% 97.8% 94.4%
Fang[10] 98.9% 98.3% 96.6% 97.8%  98.4% 94.0% 94.8%

Jia[9] 99.8% 99.3% 99.5% 100% 99.3% 99.3% 98.7%

Ours 98.9% 99.5%  99.8% 100%  99.8% 99.4% 98.8%

Table 5. Ablation study

Methods Network Dilated Patch Distortion PSNR SSIM
convolution GAN network
1 UNet x x x 24.15 0.931
2 UNet++ x x X 30.12 0.938
3 UNet++ x N \ 35.81 0.972
4 UNet++ v v x 30.32 0.939
5 UNet++ v x N 33.18 0.966
6 UNet++ N \ \ 36.27 0.977

As can be seen from Table 4, the accuracy of extracting watermark information
changes at different angles, and as the angle increases, the accuracy of recovering the
watermark information in the watermarked image becomes lower, and the watermark
quality of the QR image generated by Tancik is poorer, the watermark in the white part
of the QR code is more obvious, and the watermark information in the image can not
be restored better when the QR code image is rotated to 45 degrees, and there exists a
portion of the information Loss, our proposed method can better recover the watermark
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information in all angles, and the accuracy of extraction is close to 99%, which is a
good improvement for the robustness of QR code image.

3.5 Ablation Study

We conduct several ablation studies to analyze the performance of our proposed mod-
ules and strategies.

We remove the proposed dilated convolution, patchGAN discriminator and distor-
tion network from the model respectively. Table 5 shows that the performance of the
model decreases after removing all three modules, indicating that these modules im-
prove the robustness of the model and the accuracy of watermark extraction.

4 Conclusion

In this work, we propose a QR code image watermark algorithm to hide secret infor-
mation in QR images. To better adapt to the high-density encoding characteristics of
QR codes, PatchGAN is added as a discriminator, so that the image loss and the loss of
encoded watermark information between the image and the watermarked image are
minimized. Based on the impact of transmitting and shooting QR images, a distortion
network is introduced to simulate the environment of shooting QR codes from different
angles. Experimental results demonstrate the proposed method achieved PSNR and
SSIM values of 36.27 dB and 0.978 respectively, with better robustness and impercep-
tibility. Future work can expand our image watermarking approach to other types of
cover signals, such as videos and point clouds.
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