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Abstract. In adversarial attacks, most existing methods adopt global attack meth-

ods, which attack by changing all image pixels, but this is not realistic. On the 

contrary, sparse attacks indicate that only perturbing local regions of the input 

image can deceive DNN models into making incorrect predictions. However, this 

method requires a large number of queries to generate adversarial examples, and 

the key issues it faces are locating the perturbation area and optimizing the mag-

nitude of the perturbation. Currently, generating high-quality adversarial exam-

ples and improving query efficiency in restricted environments is a challenge for 

black-box attacks. In this paper, we propose a sparse black-box attack method 

based on the Active Subspace Evolution Strategy (AS-ES), which locates the ac-

tive subspace of the input image through the multi-arm bandit method, and uses 

the Covariance Matrix Adaptive Evolution Strategy algorithm for perturbation 

search in the low-dimensional subspace. We model this problem as a bi-level 

optimization problem, optimizing both the perturbation position and magnitude 

to generate high-quality adversarial examples while achieving efficient attacks. 

We conducted extensive experiments on multiple datasets and verified that the 

AS-ES method generates adversarial examples with higher quality and query ef-

ficiency than existing state-of-the-art attack methods. 

Keywords: Adversarial Example, Black-box Attack, Sparse Perturbation, Ac-

tive Subspace, Covariance Matrix Adaptive Evolution Strategy. 

1 Introduction 

Deep neural networks (DNNs) have demonstrated exceptional performance across var-

ious domains, including image classification [1], natural language processing [2], au-

tonomous driving [3], and face recognition [4]. However, recent studies have shown 

that deep learning models are highly susceptible to adversarial attacks. Adversarial ex-

amples (AEs) can deceive DNNs into making incorrect predictions by introducing sub-

tle, human-imperceptible perturbations to input images [5]. This phenomenon exposes 

the vulnerabilities of deep learning models in real-world applications.  

To evaluate and improve the robustness of DNNs, researchers worked on developing 

more powerful adversarial attack methods, which can promote the development of more 

effective model defense mechanisms [6]. The key issues in this field include effectively 



 

generating high-quality adversarial examples and improving the query efficiency and 

success rate of black-box attacks. The quality of adversarial examples is usually con-

strained by different norms, such as ℓ0, ℓ1, ℓ2 and ℓ∞-norm. A smaller ℓp value means 

that the generated perturbation is more difficult to detect, thereby increasing the stealth-

iness of the attack. Considering generate AEs requires a high query cost in black-box 

attacks, generating high-quality adversarial examples within a limited number of que-

ries has become a key challenge. In addition, a high success rate of attacks indicates 

that attackers are able to make the target model misclassify adversarial examples with 

a high probability, this reflects the vulnerability of the model. 

Researchers have made significant progress in studying black-box attacks, such as 

the state-of-the-art (SOTA) Square attack [7], which can significantly reduce the num-

ber of queries for black-box attacks under ℓ∞ and ℓ2 constraints. The perturbation gen-

erated by this method is a global perturbation, which can usually improve the success 

rate of attacks [8]. However, adding this perturbation to the original image will result 

in significant visual differences, and the quality of the adversarial examples is very low 

[9,10]. There are many existing studies on sparse attacks that can fool deep learning 

models by perturbing local regions of the original image [11]. The key to sparse attacks 

is to determine the location of perturbations and optimize their magnitude [12]. Most 

existing adversarial attacks mainly optimize the magnitude of perturbations, making 

them imperceptible, but the location of perturbations is all pixels of the input image, 

which results in low efficiency in searching for adversarial perturbations in high-di-

mensional space [13]. 

In adversarial attacks, there is a trade-off between perturbation norm and query num-

bers. To address this issue, a natural idea is that we can guide the black-box attack 

search to the active subspace of the input image, which can most significantly affect 

the predicted output of the target model, thereby realizing perturbation search in a low-

dimensional space, greatly improving the efficiency of search and query. Therefore, we 

propose a score-based black-box sparse attack method. We divide the input image into 

multiple subspaces and sample in different subspaces. By adaptively adjusting the sen-

sitivity and importance of the subspaces, we select the best subspace to generate high-

quality adversarial examples while achieving efficient attacks. The key idea is to select 

a low dimensional subspace and perform search perturbation within that region, con-

straining the perturbation norm within a small range. The selection of subspaces and 

the generation of perturbations follow a dynamic learning process, where the chosen 

subspaces are evaluated based on the function loss values of the adversarial examples, 

allowing the model to learn and identify active subspaces. 

We propose a sparse black-box attack method to learn and obtain the active subspace 

of input images and generate high-quality adversarial examples, which is called the 

active subspace evolution strategy (AS-ES) method. In summary, we make the follow-

ing contributions in this work. 

• We propose an effective black-box attack method, called Active Subspace Evolution 

Strategy (AS-ES), which dynamically learns the active subspace and optimizes the 

perturbation magnitude in this sensitive region through a bi-level optimization mech-

anism. 
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• We explored sparse perturbation search in low-dimensional subspaces and greatly 

improved the search efficiency by using the covariance matrix adaptation evolution-

ary strategy(CMA-ES). We also designed an effective active subspace evaluation 

method to evaluate the sampled subspace by optimizing the search information, 

thereby learning the active subspace. 

• Extensive experiments show that the proposed AS-ES attack method achieves the 

expected results on multiple datasets and CNN models, and its attack success rate 

and query efficiency are better than the state-of-the-art black-box attack methods. 

We also performed ablation experiments to select the most effective experimental 

parameters. 

2 Related Work 

In this section, we give a general representation of adversarial attacks. Next, we intro-

duce relative research on sparse attack and global attack. Finally, we explain the re-

search motivation of this work. 

2.1 Adversarial Attack 

Researching adversarial examples can improve the robustness and stability of deep 

learning models. In image classification tasks, given a well-trained DNN classifier 

𝐻(𝑥) = argmax𝑖𝐹(𝑥)𝑖, where 𝑥 ∈ [0,1]dim(𝑥) is an input to the neural network 𝐹(⋅), 

and 𝑛 is the number of classes 𝑖 = 1, … , 𝑛. 

When the DNN correctly classifies the input image, i.e., 𝐻(𝑥) = 𝑦, where y is the 

ground-truth label of the input 𝑥. When conducting adversarial attacks, the attacker’s 

goal is to find an adversarial example 𝑥𝑎𝑑𝑣 that is very close to the original input 𝑥. 

Even if the perturbation 𝛿 is very small and imperceptible, it can trick the deep neural 

network into making incorrect classification predictions, i.e., 𝐻(𝑥𝑎𝑑𝑣) ≠ 𝑦. We define 

the distance between adversarial examples and the original image as ∥ 𝑥 − 𝑥𝑎𝑑𝑣 ∥𝑝≤ 𝜖, 

This is usually restricted with a perturbation norm ℓ𝑝, 𝑝 = 0,1,2, ∞, this is an important 

indicator used to measure the quality of adversarial examples. By using the perturbation 

magnitude as a constraint for the AEs, and then maximizing the confidence distance 

between the AEs and the original image 𝑥, thus generate adversarial examples that are 

as similar as possible to the original image. We can construct the generation of adver-

sarial examples as the following optimization problem: 

                                             𝑚𝑎𝑥
𝛿

 |𝐻(𝑥 + 𝛿) − 𝐻(𝑥)|, 𝑠. 𝑡. ∥ 𝛿 ∥𝑝≤ 𝜖                                (1) 

2.2 Sparse Attack and Global Attack 

According to the different perturbation regions, adversarial perturbations can be di-

vided into global and local perturbations. Global perturbation attacks usually change 

all pixels of the image [9]. This attack method can achieve a high attack success rate, 

but it requires perturbation search in high dimensions, and the scope of modification is 



 

too large [10], resulting in obvious visual differences between the generated AEs and 

the original images. Existing global attacks [14] usually rely on optimizing the magni-

tude of the perturbation to ensure the minimum perception of the perturbation, thereby 

achieving an attack on the target model, but the adversarial examples have low quality. 

Recently, sparse attacks have become a hot topic in adversarial attack research as a 

local perturbation strategy. Unlike traditional global perturbation attack methods, 

sparse attacks [15] indicate that by perturbing only a portion of the input image, DNNs 

can make incorrect classification results. However, the key challenge for sparse attacks 

is to determine the location of perturbations and to optimize the magnitude of pertur-

bations at these locations [12]. Existing sparse attack methods are usually divided into 

three types: manual attack, heuristic attack, and optimization attack. Manual attacks are 

often achieved by adding visible local patches to the image [16], which lacks automa-

tion and is inefficient. Heuristic attacks, such as Jacobian-based saliency map attacks 

[17], use salient regions of the image to select perturbation positions, but they also suf-

fer from poor localization accuracy and high computational complexity. Optimization 

attacks search for the optimal perturbation location through optimization algorithms, 

such as one pixel attack [18], which use differential evolution algorithms to search for 

one pixel and only perturb in one pixel. Current sparse attack methods focus on opti-

mizing perturbation magnitude to ensure imperceptibility [19], but their efficiency in 

searching for the optimal perturbation region in high-dimensional spaces remains a ma-

jor challenge. 

2.3 Motivation 

Although existing sparse attacks have made some significant progress, it is often diffi-

cult to balance the localization of salient regions in the input image and minimize the 

perturbation ℓp norm. Most sparse attack methods tend to prioritize query efficiency 

without limiting the magnitude of the perturbation [20], or achieve imperceptibility of 

the perturbation by constraining ℓp  norm [21], but this requires large queries. 

To address the issues of sparse attacks, a natural idea is to find a scientifically effec-

tive method to locate the active subspace of the input image, guide adversarial attacks 

to perturb sensitive areas, while constraining and optimizing the magnitude of pertur-

bations, and efficiently generate adversarial examples by finding suitable sampling per-

turbations. Therefore, we propose an active subspace evolution strategy(AS-ES) algo-

rithm aimed at dynamically learning the active subspace of the input image. We design 

a subspace evaluation mechanism to evaluate and update the sensitivity of each region, 

and use a covariance matrix adaptive evolution strategy(CMA-ES) to simulate the local 

geometric shape of the search, reducing the dimensionality of the search space and 

achieving higher query efficiency. 

3 Proposed Method 

In this section, we introduce the proposed method called AS-ES attack, which effi-

ciently generates high-quality adversarial examples. 
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3.1 Multi-Arm Bandit Model for Subspace Attack 

Subspace Attack Objective Function. In the adversarial attack task, we let 𝐻(𝑥) =
arg𝑚𝑎𝑥𝑖𝐹(𝑥)𝑖 denote the maximum logit value of the target model, where 𝐹(𝑥) ∈ ℝ𝑛 

represents the softmax output for input 𝑥 ∈ [0,1]𝑑. The adversarial attack aims to find 

a perturbation vector 𝛿 ∈ ℝ𝑑. Inspired by Carlini and Wagner’s work, We set the ob-

jective loss function to minimize the distance between the logit values of the target class 

and the second largest class [22]. 

                     min𝛿 ℒ(𝑥 + 𝛿) = 𝐻𝑦(𝑥 + 𝛿) − max
𝑗≠𝑦

𝐻𝑗(𝑥 + 𝛿),  𝑠. 𝑡. ∥ 𝛿 ∥𝑝≤ 𝜖             (2) 

where 𝐻𝑗(⋅) denotes the logit value for class 𝑗, 𝑦 is the target class, 𝜖 controls the per-

turbation magnitude. 

Global adversarial perturbations often suffer from high ℓ𝑝-norms that degrade the 

quality of adversarial examples. Therefore, we propose a sparse attack method that op-

erates on active subspaces. Research has shown that not all input image subspaces can 

generate adversarial examples. In contrast, some of these subspaces are more active and 

more likely to generate high-quality adversarial examples. We abuse notation slightly 

to better illustrate this issue. 𝛿 denotes the generated global perturbation, 𝛿𝐵 denotes 

the sparse perturbation on the subspace 𝐵. Thus the above problem can be transformed 

into an attack problem based on the active subspace. 

                                            max
δ𝐵∈𝐵

|𝐻(x + δ𝐵) − 𝐻(x)|, 𝑠. 𝑡. ∥ δ𝐵 ∥𝑝≤ 𝜖                             (3) 

Establish Multi-Arm Bandit Model. We divide the input image 𝑥 ∈ ℝ3×𝐻×𝑊 into 𝐾 

non-overlapping subspaces ℬ = {𝐵𝑖}𝑖=1
𝐾 , where each subspace 𝐵𝑖 ⊂ ℝ3×𝑚×𝑚 has di-

mensions satisfying 𝑚 ≪ min(𝐻, 𝑊). At each iteration 𝑡, we select a subspace 𝐵𝑖 ∈ ℬ 

from 𝐾 subspaces for perturbation search. The simplest method is to sequentially ac-

cess one subspace at a time, but this method requires a large number of queries and has 

very low efficiency in generating adversarial examples. In addition, the number of 𝐾 

usually increases exponentially with the increase of input image dimensions, and the 

algorithm cannot sample every subspace. Therefore, we will model the sparse black-

box attack problem based on active subspaces as a multi-arm bandit (MAB) problem. 

We can describe this problem as a bi-level optimization problem expressed as follows: 

                                           

(Outer) 𝐵∗ = argmax
𝐵𝑖∈ℬ

𝒮(𝐵𝑖)

(Inner) 𝛿𝐵𝑖

∗ = argmax
𝛿𝐵𝑖

|𝐻(𝑥 + 𝛿𝐵𝑖
) − 𝐻(𝑥)|                      

 s.t. ∥ 𝛿𝐵𝑖
∥𝑝≤ 𝜖

(4) 

where 𝒮: ℬ → ℝ+  quantifies the activity level of subspace 𝐵𝑖 , updated dynamically 

through the average perturbation magnitude of the objective function loss within the 

subspace 𝐵𝑖 . 

                                                 𝐵∗ = argmax
𝐵𝑖∈ℬ

𝔼𝛿∈𝐵,𝛿∼𝒩(0,𝐼𝐵) [ℒ(𝛿)].                                  (5) 



 

We establish a sampling probability 𝑝𝑖 ∈ ℙ  for each subspace 𝐵𝑖 , where ℙ =
[𝑝1, … , 𝑝𝐾]𝑇 and ∑ 𝑝𝑖

𝐾
𝑖=1 = 1. We employ an Upper Confidence Bound (UCB) strategy 

to dynamically select 𝑁 subspaces per iteration (𝑁 ≪ 𝐾), balancing exploration of un-

certain regions and exploitation of known high-potential areas. Then, based on opti-

mized search information, evaluate the sampled subspaces 𝐵𝑖  and update the sampling 

probability 𝑝𝑖 , so that the probability of subspaces that meet the requirements is sam-

pled increases, thereby we can learn to obtain the active subspaces. 

3.2 Active Subspace Evolution Strategy 

Generate Sparse Perturbations. In black-box attacks, only the output information of 

the target model can be obtained through queries, with very limited accessible infor-

mation. Therefore, finding the correct search direction can effectively improve attack 

efficiency. We employ the Covariance Matrix Adaptation Evolution Strategy (CMA-

ES) to explore random perturbations. 

We propose generating sparse adversarial perturbations within an active subspace. 

Given an input image partitioned into 𝐾 disjoint regions {𝐵𝑖}𝑖=1
𝐾 , we maintain sparsity 

by generating perturbations only in 𝜆 ≪ 𝐾 selected regions per iteration. The CMA-ES 

algorithm is mainly implemented by controlling the mean 𝑚, step size 𝜎, and covari-

ance matrix 𝐶. It can simulate the local geometric shape of the search space, achieving 

higher search efficiency. In CMA-ES, each iteration generates 𝜆 candidate solutions 

from 𝑁(𝑚𝑡 , 𝜎𝑡
2𝐶𝑡), sampled in the following form, where each 𝑦𝑖 ∈ 𝑅𝑛 is a search di-

rection. 

                                         𝛿𝑖 ∼ 𝑚𝑡 + 𝜎𝑡𝑦𝑖 , 𝑦𝑖 ∼ 𝑁(0, 𝐶𝑡), 𝑖 = 1, … , 𝜆                               (6) 

Since the sampled mean 𝑚𝑡 and 𝑦𝑖  are global, the perturbation 𝛿 generated by the 

CMA-ES algorithm is of the same size as the input image 𝑥. To ensure that the obtained 

perturbation is sparse, we need to project the generated global perturbation 𝛿𝑖 onto the 

sampled subspace 𝐵𝑖 , retaining only the perturbations within that subspace to obtain 

𝛿𝐵𝑖
, while setting the perturbations in the unsampled coordinate region to 0 to obtain a 

sparse perturbation. 

                                                                𝛿𝐵𝑖
= 𝑃𝑟𝑜𝑗𝐵𝑖

(𝛿)                                                      (7) 

                                                      𝛿 = [
𝛿1

⋮
𝛿𝑛

] ,   𝛿𝐵𝑖
= {

𝛿𝑗, 𝑗 ∈ 𝐵𝑖

0, 𝑗 ∉ 𝐵𝑖
                                           (8) 

Evaluation of Subspace. At each iteration, we perform 𝜆 sampling on all regions of 

the input image 𝑥. Utilizing evolutionary strategy algorithm to generate sparse adver-

sarial perturbations 𝛿𝐵𝑖
 in each subspace 𝐵𝑖 . Adding the sparse perturbation to the orig-

inal image 𝑥 to obtain an adversarial example 𝑥′. We evaluate the generated adversarial 

examples using the 𝐶&𝑊 loss to compute the objective function value for the new so-

lution. 
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                                                    ℒ(𝑥1:𝜆
′ ) ≤ ℒ(𝑥2:𝜆

′ ) ≤ ⋯ ≤ ℒ(𝑥𝜆:𝜆
′ )                                  (9) 

To determine the active subspace of perturbation, we established a subspace evalua-

tion mechanism that rewards the sampled subspace based on the ranking of the loss 

function ℒ(𝑥′) of adversarial examples. We define the subspace reward for sampling 

selection as 𝑟𝑖 . For the rank 𝑟𝑎𝑛𝑘𝑖  (𝑟𝑎𝑛𝑘𝑖 = 1 is optimal), the higher the subspace 

ranking, the higher the reward given. 

                                                    𝑟𝑖
(𝑡)

=
𝜆 − 𝑟𝑎𝑛𝑘𝑖

∑ 𝑗𝜆
𝑗=1

,  𝑖 ∈ 1, … , 𝐾                                       (10) 

We use a sliding window mechanism to store the rewards corresponding to the last 𝑡 

iterations in the subspace, ignoring the old reward information stored in historical iter-

ations. Each subspace 𝐵𝑖  maintains a reward history queue 𝑅𝑖
(𝑡)

 with a length not ex-

ceeding 𝑊, representing the reward history sequence of the 𝑖𝑡ℎ subspace at the 𝑡𝑡ℎ iter-

ation, denoted as [𝑟𝑖,1
(𝑡)

, 𝑟𝑖,2
(𝑡)

, … , 𝑟𝑖,𝑛
(𝑡)

], and 𝑖 ∈ 1, … , 𝐾. When the number of information 

stored in the reward history queue exceeds the size of the sliding window 𝑊, we re-

move the old data from the queue head and add the new reward 𝑟𝑖
(𝑡)

 corresponding to 

the subspace from the queue tail. 

                            𝑅𝑖
(𝑡+1)

= {
𝑃𝑟𝑜𝑗𝑡𝑎𝑖𝑙(𝑊−1)(𝑅𝑖

(𝑡)
) ⊕ 𝑟𝑖

(𝑡)
if |𝑅𝑖

(𝑡)
| ≥ 𝑊

𝑅𝑖
(𝑡)

⊕ 𝑟𝑖
(𝑡)

otherwise
                    (11) 

where the 𝑟𝑖
(𝑡)

 represents the newly observed reward value for the 𝑖𝑡ℎ subspace in the 

current iteration, 𝑡𝑎𝑖𝑙(𝑛) represents taking the last 𝑛 elements in the sequence (remov-

ing the first element of the sequence), ⊕ is an append operation, that is [𝑎, 𝑏]  ⊕ 𝑐 =
[𝑎, 𝑏, 𝑐]. 

In addition, we calculate the average reward for each subspace based on the reward 

history queue information mentioned above. 

                                               𝑅‾𝑖
(𝑡+1)

= {𝔼[𝑅𝑖
(𝑡+1)

] if 𝑅𝑖
(𝑡+1)

≠ 0

0 otherwise
                                  (12) 

Combining historical performance with current rewards, we use Exponential Moving 

Averages (EMA) with momentum factor 𝛼 = 0.9 to balance new and old Information 

and update the sampling probability of each subspace. 

                                                   𝑝𝑖
(𝑡+1)

= 𝛼𝑝𝑖
(𝑡)

+ (1 − 𝛼) ⋅ 𝑅‾𝑖
(𝑡+1)

                                   (13) 

This balances long-term performance and short-term rewards, enabling both conver-

gence in stationary environments and dynamic tracking in non-stationary scenarios. 

We introduced the epsilon-greedy mechanism to select the subspaces. We dynami-

cally adjust the value of 𝜖 on based on the current search situation. At the beginning, 

we set 𝜖 = 𝜖𝑚𝑎𝑥 = 1, and as the number of iterations 𝑡 increases 𝜖 gradually decays to 

𝜖𝑚𝑖𝑛. 



 

                                              𝜖(𝑡+1) = 𝜖min + (𝜖max − 𝜖min) ⋅ 𝑒−𝜂𝑡                                 (14) 

where 𝜂 is the attenuation coefficient, the larger 𝜂 is, the faster the attenuation. 𝜖𝑚𝑖𝑛 

ensure long-term exploration probability. This article set 𝜖𝑚𝑖𝑛 = 0.1, 𝜂 = 0.01. 

Sampling of Subspace.  We formulate subspace sampling as a multi-armed bandit 

problem solved through Upper Confidence Bound (UCB) optimization. Each subspace 

𝐵𝑖  maintains an adaptive score combining historical performance and uncertainty esti-

mation, which can quantify the potential of each subspace (upper bound of reward ex-

pectation), and prioritize selecting the subspace with the highest potential. 

                                                          𝑈𝐶𝐵𝑖 = 𝑅‾𝑖  + √
2ln𝑁

𝑁𝑖

                                                 (15) 

where 𝑅‾𝑖 denotes empirical reward average. The second term is the confidence interval 

term, which is used to measure the uncertainty of subspace. 𝑁𝑖 represents the number 

of sampling times in the 𝑖𝑡ℎ subspace, and 𝑁 represents the total number of sampling 

selections for all 𝐾 subspaces. To generate the selection probability, we apply temper-

ature-controlled softmax normalization. 

                                                       𝑃𝑢𝑐𝑏
(𝑡+1)

=
exp(𝑈𝐶𝐵𝑖/𝜏)

∑ exp𝐾
𝑗=1 (𝑈𝐶𝐵𝑗/𝜏)

                                       (16) 

The temperature parameter 𝜏  dynamically regulates exploration and exploitation 

trade-off. A higher 𝜏 promotes uniform exploration while lower 𝜏 focuses on high-re-

ward subspaces. Through iterative updates, this mechanism spontaneously converges 

to optimal subspace distributions. 

The sampling of subspaces requires a balance between exploration and exploit mech-

anisms. At each iteration, with probability 𝜖, we perform explorative sampling from the 

UCB-optimized distribution. prioritizing subspaces with high uncertainty-adjusted re-

wards. 

                                                   𝑘 ← 𝑃explore

(𝑡+1)
= 𝑃ucb

(𝑡+1)
,  𝑘 ∈ 1, … , 𝐾                                   (17) 

Conversely, with probability 1 − 𝜖, we exploit historical knowledge by sampling 

from the normalized EMA-updated probabilities. 

                                                  𝑘 ← 𝑃exploit

(𝑡+1)
,  𝑃exploit

(𝑡+1)
=

𝑝𝑖
(𝑡+1)

∑ 𝑝𝑖

(𝑡+1)𝐾
𝑖=1

                                   (18) 

Intuitively, active subspaces are more likely to generate high-quality random pertur-

bations. By continuously iterating, the sampling probability of this subspace will be-

come higher, prompting the algorithm to focus on searching within such subspaces, 

thereby achieving the learning of active subspaces. 



 

 

 

2025 International Conference on Intelligent Computing 

July 26-29, Ningbo, China 

https://www.ic-icc.cn/2025/index.php 

 

Update the Evolutionary Strategy Parameters. We consider the solutions with the 

top 𝜇 objective function values ℒ(𝑥) as the better perturbations for this iteration, and 

they are more likely to obtain high-quality adversarial examples. We perform a 

weighted summation of these 𝜇 sampled data [𝛿𝑖, … , 𝛿𝜇] to update the sampling mean 

of the evolutionary strategy. In the algorithm, the sum of the weights of all the sampled 

data is 1, and 𝑤1 ≥ 𝑤2 ≥ ⋯ ≥ 𝑤𝜇 > 0 is usually taken to emphasize those candidate 

solutions that are ranked at the top. 

                                                𝒎(𝑡+1) = ∑ 𝑤𝑖

𝜇

𝑖=1

𝛿𝑖:𝜆 ,  ∑ 𝑤𝑖

𝜇

𝑖=1

= 1                                       (19) 

The update of the covariance matrix is crucial as it determines the shape of the sam-

pling distribution and the search direction for perturbations. In black box attack scenar-

ios, the dimensions of the search space typically range from 103 ∼ 106, which is far 

beyond the scope of covariance matrix calculations. Therefore, to deal with high di-

mensions, we adopt a simple rank-1 evolutionary strategy in CMA-ES. In addition, we 

set the appropriate step size 𝜎 and then update the evolutionary path 𝑝𝑖
(𝑡+1)

 and covar-

iance matrix 𝐶𝑖
(𝑡+1)

. 

                          𝒑𝑖
(𝑡+1)

= (1 − 𝑐𝑐)𝒑𝑖
(𝑡)

+ √𝑐𝑐(2 − 𝑐𝑐)𝜇𝑒𝑓𝑓

𝒎(𝑡+1) − 𝒎(𝑡)

𝜎(𝑡)
                 (20) 

                                          𝑪𝑖
(𝑡+1)

= (1 − 𝑐1)𝑪𝑖
(𝑡)

+ 𝑐1𝒑𝑖
(𝑡+1)

𝒑𝑖
(𝑡+1)𝘛

                                (21) 

3.3 Algorithm of AS-ES 

In the following, we will give the details of the AS-ES algorithm. 

Initialization: Firstly, we initialize the required variables. Set the CMA-ES evolu-

tionary strategy population size to 𝜆 = 4 + 3⌊ln3 ∗ 𝑑 ∗ 𝑑⌋, 𝜎 = 0.5 as the coordinate 

wise standard deviation, the learning rate for updating the covariance matrix is 𝑐𝑐𝑜𝑣 =
0.01, Initialize the subspace with sides of length 𝑚 = 3, Since the input image size is 

𝑥 ∈ 𝑅3∗𝑑∗𝑑, then we set the total number of subspaces divided by the original image is 

𝐾 = ⌊(𝑑/𝑚)2⌋. 
Select the active subspace: At each iteration 𝑡, we use the Upper Confidence Bound 

algorithm to select 𝜆 ≪ 𝐾 from all subspaces. The initialization region selection prob-

ability 𝑝𝑖 ∈ ℙ is uniformly distributed, meaning that the probability of sampling each 

region is equal, set to 𝑝𝑖 = 1/𝐾. We introduce the epsilon-greedy mechanism for sub-

space sampling. To balance exploration and exploitation, with a probability of 𝜖, ran-

domly select a subspace from the 𝑃𝑢𝑐𝑏  distribution. In addition, with a probability of 

1 − 𝜖, sample subspace from the normalized EMA-updated probabilities 𝑃 utilizing 

known information. 



 

 
Generate sparse perturbation: At each iteration, based on the 𝜆 subspaces selected 

for sampling, use the CMA-ES algorithm to generate 𝜆 adversarial perturbations 𝛿 , 

which are projected into the sampled subspaces 𝐵𝑖 ⊂ ℝ3×𝑚×𝑚 to obtain sparse pertur-

bations 𝛿𝐵𝑖
. In addition, we need to constrain the sparse perturbation with ∥ 𝛿𝐵𝑖

∥𝑝≤ 𝜖 
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and add 𝛿𝐵𝑖
 to the input image 𝑥 to obtain adversarial examples 𝑥′ with ∥ 𝑥 + 𝛿𝐵𝑖

∥𝑝∈

[0,1]. 
Objective function value evaluation: We use 𝐶&𝑊  loss to calculate the corre-

sponding objective function value ℒ(𝑥𝑖
′) and sort it ℒ(𝑥1:𝜆

′ ) ≤ ℒ(𝑥2:𝜆
′ ) ≤ ⋯ ≤ ℒ(𝑥𝜆:𝜆

′ ). 

This can obtain the top 𝜇 candidate solutions that have the greatest impact on the clas-

sifier decision of the target model, and continue to perform perturbation optimization 

in the next iteration. 

Evaluate and update active subspaces: We measure the sampling subspace 𝐵𝑖  

based on the ranking of the objective function loss ℒ(𝑥). We set up a reward mecha-

nism for the sampling subspaces, believing that the subspaces ranked first are more 

active and have a higher probability of obtaining high-quality adversarial examples. 

Therefore, we give different rewards 𝑟𝑖 for the sampling subspaces, update the subspace 

historical reward queue 𝑅𝑖
(𝑡)

 and adjust the sampling probability 𝑝𝑖
(𝑡)

, and finally update 

the greedy coefficient 𝜖(𝑡). 

Update evolutionary strategy parameters: Select the top 𝜇 solutions based on the 

ranking of the objective function loss, perform weighted maximum likelihood estima-

tion to update the distribution mean of the samples 𝑚𝑡, as well as the evolutionary path 

𝑝𝑡 and covariance matrix 𝐶𝑡. By adjusting these parameters, the probability of gener-

ating the optimal solution increases. 

4 Experiment 

In this section, we will fully validate the effectiveness of the AS-ES method. We con-

duct experiments on MNIST, CIFAR10 and ImageNet64 and compare AS-ES method 

with several state-of-the-art(SOTA) global and sparse adversarial attack methods. We 

aim to achieve efficient adversarial attacks and generate high-quality AEs. In addition, 

we conducted ablation experiments to validate the effectiveness of the AS-ES method 

mechanism and select the most efficient experimental parameters. 

We use attack success rate (ASR), average query count (AQ), and perturbations norm 

ℓ𝑝 to assess the attack performance of the algorithm. Generally speaking, larger pertur-

bations can improve ASR, but at the same time, they can also lead to the low quality of 

the AEs. Therefore, we use the 𝜌 metric to measure the ratio of the perturbation ℓ2 to 

the ASR, with smaller values indicating better attack performance. 

                                                              𝜌 =
𝑎𝑣𝑒𝑟𝑎𝑔𝑒  ℓ2

𝐴𝑆𝑅
                                                      (22) 

4.1 Comparative Experiment 

We compare AS-ES with several SOTA adversarial attacks, including the black-box 

global attack methods ZOO [9], AutoZOOM [10], the black-box sparse attack methods 

Square Attack [7], CornerSearch [21], One-Pixel [18]. All parameter settings of these 

comparison methods are consistent with the original text. We set the side length 𝑚 of 

the active subspace to 10% of the input image. 



 

MNIST. The MNIST dataset consists of handwritten digit images and numerical labels 

ranging from 0 to 9. Each image is a 28 × 28 pixel grayscale handwritten digit image, 

with a total of 10 categories. We randomly select 1000 correctly classified test set im-

ages for the attack, set the maximum query count 𝑄𝑚𝑎𝑥 to 1000, and select the pre-

trained VGG16 model as the target model. 

Table 1. Attack performance comparison on MNIST 

Method ASR AQ average ℓ0 average ℓ1 average ℓ2 
𝜌 with 50 

queries 

ZOO 0.001 832 784 2.458 48.764 — 

AutoZOOM 0.063 586 784 1.653 29.451 4202.85 

Square 0.412 301 274.47 32.178 2.977 10.904 

CornerSearch 0.045 657 1.089 1.078 1.026 — 

AS-ES(ours) 0.585 164 4 1.043 0.925 3.069 

 

Fig. 1. An example of the original image, adversarial example, and the perturbation on MNIST. 

It shows that the perturbation is rather sparse. 

Evaluation: Table 1 presents the experimental results comparing the method with the 

AS-ES algorithm on the MNIST dataset. In black-box attacks, our AS-ES method 

achieved attack performance comparable to white-box attacks, while the success rate 

of other compared methods was less than 0.5. The AS-ES attack achieves good sparsity, 

with the lowest perturbation norm compared to other attack methods, and can generate 

high-quality adversarial examples. The AS-ES method has the lowest 𝜌 value, achiev-

ing the best attack performance. Figure 1 shows the visualization of the original image 

and adversarial examples on the MNIST dataset, indicating that our method generates 

small and imperceptible perturbations. 

CIFAR10. The CIFAR-10 dataset contains a total of 60000 samples, each of which is 

a 32 × 32 pixel RGB color image, divided into 10 categories. We randomly select 1000 

correctly classified testset images for our experiments, and normalize the input space 

into [0,1]𝑑𝑖𝑚(𝑥𝑜𝑟𝑖) by 𝑥𝑜𝑟𝑖/255, and set the maximum number of queries for the attack 

𝑄𝑚𝑎𝑥 to 1000. We choose the pre-trained VGG16 model as the threat model for the 

attack and set the active subspace size to m=3. 
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Table 2. Attack performance comparison on CIFAR10 

Method ASR AQ average ℓ0 average ℓ1 average ℓ2 
𝜌 with 50 

queries 

ZOO 0.092 758 3072 4.913 56.748 14183.75 

AutoZOOM 0.316 625 3072 3.704 32.152 1284.81 

Square 0.784 417 1758.57 29.067 2.974 13.123 

CornerSearch 0.462 854 3.275 2.025 1.171 — 

One-Pixel 0.002 897 3 1.902 0.945 — 

AS-ES(ours) 0.818 168 27 1.773 0.913 1.892 

 

Fig. 2. The attack success rate varies with the query number on CIFAR10. It can be observed 

that AS-ES achieves a high success rate with the number of queries increasing from 50 to 1000. 

Evaluation: Table 2 shows the comparison of attack performance between the com-

parison method and our AS-ES algorithm in CIFAR10 dataset. In the black-box attacks, 

our AS-ES algorithm has a higher attack success rate than several state-of-the-art attack 

methods. The ZOO attack has a low success rate and generates large perturbations. The 

One-Pixel attack achieves sparsity by only changing one pixel, but the success rate is 

extremely low. Square attacks generate perturbations are easily noticeable. Our AS-ES 

attack requires only a small number of queries to achieve a high success rate, and has 

performance comparable to white-box attacks. From Figure 2, it can be seen that as the 

number of queries increases, the success rate of the AS-ES method is much higher than 

other state-of-the-art comparison methods, proving that the AS-ES method has high 

attack performance. In addition, Our AS-ES algorithm has the lowest 𝜌 value compared 



 

to other state-of-the-art attack methods. Figure 3 shows the visualization of sparse and 

imperceptible perturbation and adversarial samples generated on the CIFAR10 dataset. 

 

Fig. 3. An example of the original image, adversarial example, and the perturbation on CIFAR10. 

It shows that the perturbation is rather sparse. 

ImageNet64. The ImageNet64 dataset is a subset of ImageNet, where the validation 

set contains a total of 10,000 images, each of which is an RGB color image of 64 × 64 

size, divided into a total of 200 categories. For evaluation, we randomly select 1000 

correctly classified images from the validation set and normalize them. We set the max-

imum query count 𝑄𝑚𝑎𝑥 for the attack to 500 and select the pre-trained VGG16 model 

as the target model for the attack. 

Table 3. Attack performance comparison on ImageNet64 

Method ASR AQ average ℓ0 average ℓ1 average ℓ2 
𝜌 with 50 

queries 

ZOO 0.005 914 12288 11.318 65.472 — 

AutoZOOM 0.347 896 12288 7.762 43.823 504.581 

Square 0.614 386 8923.097 189.115 4.972 12.634 

One-Pixel 0.011 852 3 1.795 1.102 — 

AS-ES(ours) 0.763 154 108 5.413 0.948 1.706 

 

Evaluation: From Table 3, it can be seen that compared with other comparative attack 

methods, our AS-ES method achieved a higher success rate in black-box attacks, and 

the average number of queries is only 154, and the generated perturbations are sparse 

and imperceptible. Among them, the 𝜌 value is the lowest and has the lowest perturba-

tion ℓ2 norm size. Our AS-ES method has comparable attack performance to white-box 

attacks, achieving a high success rate and query efficiency, and generating high-quality 

adversarial examples. Figure 4 shows the results of the attack on the ImageNet64 da-

taset, and it can be observed from the experiment that the perturbation generated by the 

AS-ES attack is small and imperceptible. 
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Fig. 4. An example of the original image, adversarial example, and the perturbation on 

ImageNet64. It shows that the perturbation is rather sparse. 

4.2 Ablation Study 

We evaluated the active subspace side length 𝑚 in the AS-ES method and the mecha-

nism of the sliding window introduced when using the MAB method to locate the active 

subspace. By setting different subspace sizes 𝑚 and sliding window sizes 𝑤 for exper-

iments, we can select the settings of the effective experimental parameters. 

Table 4. Ablation Study of Active Subspace Size. 

DataSet size m ASR AQ average ℓ0 
𝜌 with 50 

queries 

CIFAR10 

1 0.411 187 3 2.988 

2 0.564 182 9 1.973 

3 0.818 168 27 1.892 

4 0.824 150 48 2.062 

5 0.881 126 75 2.221 

ImageNet64 

3 0.575 168 27 3.178 

6 0.763 154 108 1.706 

9 0.774 152 243 4.153 

12 0.812 138 432 6.347 

15 0.843 133 675 7.206 

Active Subspace Size m. Different active subspace sizes imply different sparsity of the 

generated perturbations. In general, when setting large active subspace side 𝑚, this can 

get the higher ASR but the lower the quality of the generated adversarial examples. 

Therefore, in practical attack scenarios, setting a reasonable size of active subspace side 

length 𝑚 can not only achieve a high ASR, but also obtain sparse and imperceptible 

adversarial examples. 

In Table 4, we set different sizes of subspace side length 𝑚 values based on different 

datasets. As the value of 𝑚 increases, ASR gradually increases, and the average pertur-

bation ℓ0 norm also increases. The average queries (AQ) shows a decreasing region, 

which is consistent with intuition. However, it can obtain the higher 𝜌 values, which 



 

means that the attack performance gradually decreases. In our work, we set 𝑚 = 3 for 

the CIFAR10 dataset and 𝑚 = 6 for the ImageNet64 dataset, which not only can obtain 

a high ASR and low number of queries, but also has the best attack performance. When 

𝑚 is set too low, it can also lead to ASR being too low, which is not conducive to 

finding suitable adversarial examples. 

Sliding Windows Size W. We introduce a sliding window mechanism in the MAB 

algorithm to effectively solve the dynamic adaptation problem in non-stationary envi-

ronments. Retaining only the most recent 𝑤 historical data and ignoring historical old 

data that exceeds the sliding window size, which can avoid outdated reward information 

misleading current decisions. 

Table 5. Ablation Study of Different Sliding Windows Size. 

Window Size 

W 
ASR AQ average ℓ0 

𝜌 with 50 

queries 

10 0.769 171 0.942 1.936 

20 0.755 176 0.949 1.981 

30 0.818 168 0.913 1.892 

50 0.733 184 0.953 1.955 

100 0.797 189 0.968 1.978 

 

From Table 5, it can be seen that setting different sliding window sizes 𝑤 will affect 

the performance of the attack. We sets the sliding window size to 𝑤 = 30, which can 

achieve high attack success rate with fewer queries and ensure that the generated ad-

versarial examples have high quality. 

In addition, we evaluated the effectiveness of using UCB (Upper Confidence Bound) 

and sliding window mechanism in the AS-ES method. As shown in Figure 2, AS-

ES/UCB represents the attack result where the UCB mechanism is not introduced for 

sampling, but only random sampling is performed. AS-ES/W does not introduce a slid-

ing window mechanism, but instead retain all historical data. From the experimental 

results, it can be seen that as the number of queries increases, compared to the AS-ES 

method, the AS-ES/UCB method and the AS-ES/W method have slightly lower ASR, 

but the generated perturbation norm is greater than AS-ES, this means that the quality 

of adversarial examples generated is lower. Therefore, the upper limit of the sampling 

confidence interval UCB and the sliding window mechanism have achieved better at-

tack performance in terms of attack success rate and adversarial example quality. 

5 Conclusion 

In this paper, we propose an adversarial example generation method based on AS-ES, 

which guides black-box attacks to conduct perturbation search in an active subspace. 

In addition, we formulate a subspace sampling evaluation mechanism and use the 
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CMA-ES algorithm for perturbation search, which dynamically learns sensitive active 

subspaces in the input image while evaluating the objective function for the perturba-

tion. The experimental results show that under black-box attacks and query restrictions, 

the attack performance of AS-ES method is significantly better than the existing SOTA 

attack methods. It can reduce the number of queries in perturbed search while ensuring 

the success of the attack, and generate sparse and imperceptible high-quality adversarial 

examples. This method has greater utility in real-world application scenarios while bal-

ancing the goals of query efficiency and imperceptibility. 

In future research, we will attempt to find more effective active subspace localization 

methods that better balance the query efficiency, attack success rate, and impercepti-

bility of black-box attacks. In addition, we can apply the method to defense systems 

and test different types of defense models, thus improving the robustness of the models 

and verifying their effectiveness. 
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